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 ²ƻǊƪǎǘŀǘƛƻƴ ǊŜǉǳƛǊŜƳŜƴǘǎ 
 

For the sake of efficient and comfortable use of the PGE Capital Group Purchasing System (also 

known as the System), it must be ensured that the computer at your disposal is compliant with the 

workstation requirements presented in the table below. Failure to meet one of the requirements may 

lead to unforeseen complications while using the PGE Capital Group Purchasing System.  
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2.1 Technical requirements of IT equipment in order to use PGE Capital Group 

Purchasing System in terms of submitting bids in RFX and participating in 

electronic auctions without the use of a qualified electronic signature: 

 

1. PC / MAC computer with Internet access 

 

2. Installed operating system: 

a) Windows (recommended) - version supported by the manufacturer, recommended 
Windows 11 
b) Mac OS ς version supported by the manufacturer 

 

3. Internet browser: 

ҍ Mozilla Firefox in current version supported by the manufacturer; 

ҍ Google Chrome in current version supported by the manufacturer; 

ҍ Microsoft Edge in current version supported by the manufacturer; 

ҍ Safari in current version supported by the manufacturer,  

allowing the user to accept session cookies and supporting TLS 1.2 or higher 

encryption. 

ҍ Java runtime environment version 1.8 or newer installed on the computer - 32bit and 

64bit, if the operating system is a 64bit version. Using both Oracle Java and 

AdoptOpenJDK is possible (AdoptOpenJDK preferred). 

 

4. Internet connection: min. 512 Kbps per computer (broadband internet connection 

recommended) that allows comfortable web browsing and affords stable connection without 

packet loss; 

 

5. Mobile phone: it must be possible to install the appropriate application Google Authenticator 

or Microsoft Authenticator and synchronize with it. 
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2.2 Technical requirements of IT equipment in order to use PGE Capital Group 

Purchasing System in terms of submitting bids in RFX and taking part in 

electronic auctions using a qualified electronic signature: 

  

Minimal hardware and software requirements for using an electronic signature on PGE Capital Group 

Purchasing System are detailed below: 

1. A PC / MAC computer with access to internet 

 

2. Installed operating system: 

a) Windows (recommended) - version supported by the manufacturer, recommended 
Windows 11 
b) Mac OS ς version supported by the manufacturer 

 

3. Web browser: 

ω         Mozilla Firefox in a version supported by the manufacturer; 

ω         DƻƻƎƭŜ /ƘǊƻƳŜ ƛƴ ŀ ǾŜǊǎƛƻƴ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘŜ ƳŀƴǳŦŀŎǘǳǊŜǊ; 

ω         aƛŎǊƻǎƻŦǘ 9ŘƎŜ ƛƴ ŀ ǾŜǊǎƛƻƴ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘŜ ƳŀƴǳŦŀŎǘǳǊŜǊ; 

ω         {ŀŦŀǊƛ ƛƴ ŀ ǾŜǊǎƛƻƴ supported by the manufacturer 

that allows to use session cookie files and supports TLS 1.2 or higher encryption. 

 

4. Mobile phone: it must be possible to install the appropriate application Google Authenticator 

or Microsoft Authenticator and synchronize with it. 

 

5. Java runtime environment version 1.8 or newer installed on the computer - 32bit and 64bit, if 

the operating system is a 64bit version. Using both Oracle Java and AdoptOpenJDK is possible 

(AdoptOpenJDK preferred). 

 

6. Internet connection: min. 512 Kbps per computer (recommended broadband internet 

connection) that allows comfortable web browsing and affords stable connection without 

packet loss; 

 

7. Essential software and hardware used in signing the electronic signature: 

ҍ middleware software that uses PKCS#11 interface (version 2.01 or higher); 

ҍ cryptographic card reader compliant with PC/SC specification; 

ҍ cryptographic card compatible with any card reader compliant with PC/SC 

specification; 

ҍ a Hardware Security Module device compatible with PKCS#11 interface. 

 

8. In the case of electronic signature on a physical medium - A cryptographic card reader 

connected or embedded in the computer issued by the issuer of the certificate used by the 

Contractor (the card present in the reader when the signature is made), or a Smart Card Reader 
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/ Omnikey device and that certificate issuer allows the emulation of a physical card using 

PKCS#11 interface (version 2.01 or newer); 

 

9. In the case of cloud-based electronic signature ς make sure the certificate is authenticated in 
ǘƘŜ ǳǎŜǊΩǎ ǎŜǎǎƛƻƴ ŀǘ ǘƘŜ ǘƛƳŜ ƻŦ ǎƛƎƴƛƴƎ όŜΦƎΦ ōȅ ƭŀǳƴŎƘƛƴƎ ǘƘŜ application supplied by the 
ǎƛƎƴŀǘǳǊŜΩǎ ƛǎǎǳŜǊ ŀƴŘ ŜƴǘŜǊƛƴƎ ǘƘŜ ǇǊƛǾŀǘŜ ƪŜȅ ŀŎǘƛǾŀǘƛƴƎ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜύ. 
 

10. Installed on the workstation current drivers for the cryptographic card reader (manufacturer 
websites, software installed dedicated to the signature). For cloud-based signature, software 
supplied with the signature installed. 

 

11. A qualified certificate installed on a computer on which the Contractor will log into the account 
(for Windows operating system, the certificate must be visible in the Windows Certificate 
logical store named "Personal"). 
 

12. For Google Chrome, Microsoft Edge and Mozilla Firefox browsers, installed a dedicated 
ŜȄǘŜƴǎƛƻƴ αtƻŘǇƛǎ ŜƭŜƪǘǊƻƴƛŎȊƴȅ {ȊŀŦƛǊ {5Yέ ŀƴŘ ƛƴǎǘŀƭƭŜŘ α{ȊŀŦƛǊ Iƻǎǘέ ŀǇǇƭƛŎŀǘƛƻƴ. User 
account should have permission to install and update required components for handling 
qualified electronic signature, browser extensions , Szafir SDK and Szafir Host software. 

 

Before attempting to place the tender or take part in electronic auction making use of electronic 

signatures, it is advised to  check the configuration of electronic signature on the device that will be 

used to place the tender or take part in electronic auction. 

 

Recommended version of the JAVA runtime environment can be downloaded from here: 

https://www.oracle.com/pl/java/technologies/javase/javase8-archive-downloads.html  

 

The current version of the JAVA runtime environment can be downloaded from here: 

https://www.java.com/pl/download/ 

https://adoptium.net/temurin/releases/?version=8 

 

You can check your version in accordance with the instructions available at the link: 

https://www.java.com/pl/download/help/version_manual.xml 

  

For further relevant information related to electronic signature please refer to the document 

Electronic Signature ς instruction available at:   

 

PGE Capital Group Purchasing System 

https://www.oracle.com/pl/java/technologies/javase/javase8-archive-downloads.html
https://www.java.com/pl/download/
https://adoptium.net/temurin/releases/?version=8
https://www.java.com/pl/download/help/version_manual.xml
https://swpp2.gkpge.pl/servlet/HomeServlet?MP_action=publicFilesList&folder=000f&MP_module=main
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WWW GK PGE 

 wŜƎƛǎǘǊŀǘƛƻƴ ŀƴŘ ƭƻƎƛƴ 
 

Registration and login to PGE Capital Group Purchasing System are now directly via 

https://swpp2.gkpge.pl.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.gkpge.pl/grupa-pge/przetargi/zakupy/dokumenty
https://swpp2.gkpge.pl/
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3.1 Registration, step 1Υ CƛƭƭƛƴƎ ǳǎŜǊΩǎ ǊŜƎƛǎǘǊŀǘƛƻƴ ŦƻǊƳ 

On GK PGE site (https://www.gkpge.pl/) at the top, please chooǎŜ αtD9 DǊƻupέΦ Then move mouse at 

α¢ŜƴŘŜǊǎέΣ ǘƘŜƴ ŎƭƛŎƪ ǘŀō αtǳǊŎƘŀǎŜǎέΦ 

 

 

Image 1 ς DY tD9 ǿŜōǎƛǘŜ ǿƛǘƘ α¢ŜƴŘŜǊǎέ ƳŜƴǳ ŜȄǇŀƴŘŜŘ 

 

Lƴ ǘŀō άtǳǊŎƘŀǎŜǎέΣ ŎƭƛŎƪ άtǳǊŎƘŀǎing System of the Capiǘŀƭ DǊƻǳǇέ. This action will redirect user to the 

System. 

 

 

Image 2 ς αtǳǊŎƘŀǎŜǎέ ǎƛǘŜ ǿƛǘƘ αtǳǊŎƘŀǎƛƴƎ {ȅǎǘŜƳ ƻŦ ǘƘŜ /ŀǇƛǘŀƭ DǊƻǳǇέ ōǳǘton 

 

https://www.gkpge.pl/
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After clicking button user will be redirected to System, with list of ongoƛƴƎ tǳǊŎƘŀǎƛƴƎ ǇǊƻŎŜǎǎŜǎΦ  ά[ƻƎ 

ƛƴέ ōǳǘǘƻƴ is in the right top corner. 

 

Image 3 ς PGE Capital Group Purchasing System website 

 

!ŦǘŜǊ ŎƭƛŎƪƛƴƎ α[ƻƎ ƛƴέ ōǳǘǘƻƴΣ ǳǎŜǊ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘŜŘ to login pageΣ ǿƘŜǊŜ αwŜƎƛǎǘŜǊέ ƻǇǘƛƻƴ ƛǎ ŀǾŀƛƭŀōƭŜ 

to choose.  

 

Image 4 ς Login page 
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!ŦǘŜǊ ŎƭƛŎƪƛƴƎ αwŜƎƛǎǘŜǊέΣ α/ƻƴǘǊŀŎǘƻǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ŦƻǊƳέ ǿƛƭƭ appear.   

 

 

Image 5- α/ƻƴǘǊŀŎǘƻǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ŦƻǊƳέ 

 

α/ƻƴǘǊŀŎǘƻǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ŦƻǊƳέ ƛǎ divided into two steps.  

In the first step user needs to chooǎŜ ŦƻǊƳ ŘŜŘƛŎŀǘŜŘ ǘƻ ǳǎŜǊΩǎ business. Form of business will affect 

ǎŎƻǇŜ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ǊŜǉǳƛǊŜŘ ǘƻ ǇŜǊŦƻǊƳ ǊŜƎƛǎǘǊŀǘƛƻƴ ǇǊƻŎŜǎǎΦ !ŦǘŜǊ ǳǎŜǊ ŎƘƻǎŜ ǾŀƭǳŜ ƛƴ αCƻǊƳ 

ŘŜŘƛŎŀǘŜŘ ǘƻέ ŀŘŘƛǘƛƻƴŀƭ ǊŜǉǳƛǊŜŘ ŦƛŜƭŘ ǘƻ Ŧƛƭƭ ǿƛƭƭ appear: 

¶ PESEL/TAX ID (Depend on .ǳǎƛƴŜǎǎΩǎ form); 

¶ Country of residence of the user registering in the System; 

¶ Postal code (If user choose country: Poland ς dictionary with up-to-date post codes for Poland 
is available; for other country than Poland ς postal code is inserted as text value). For 
dictionary field after entering two symbols, hints will appear with fitting post codes from 
System; 

¶ Captcha code field. 
 

Contractor registration form for Company is displayed below: 

 

 

Image 6 - Contractor registration form for Company 
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User needs to fill all required fields in order to proceed with registration. If one or more required fields 

are left blank or filled with incorrect data, System will highlight field red and display proper error 

message after user hover cursor over it. Example of error message: 

 

Image 7 ς Example of error message 

 

After user fill form with correct data and use ŀŎǘƛƻƴ αǎŀǾŜ ŀƴŘ ŎƻƴǘƛƴǳŜέ, will be redirected to second 

ǎǘŜǇ ƻŦ /ƻƴǘǊŀŎǘƻǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ŦƻǊƳΣ ǿƘƛŎƘ ǾŀǊƛŜǎ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǾŀƭǳŜ ǎŜƭŜŎǘŜŘ ƛƴ ǘƘŜ ŦƛŜƭŘ άCƻǊƳ 

ŘŜŘƛŎŀǘŜŘ ǘƻέΦ 

 

3.2 Registration, step 2: Completing the registration form of the 

entity under which the account is registered 

 

3.2.1 Contractor registration form dedicated for Company 

 

This form is dedicated to users, who register account associated with any type of business activity (e.g. 

sole proprietorship, limited liability company, limited partnership, other). 

Form was divided into sections, described below. 
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Image 8 ς {ŜŎǘƛƻƴ α/ƻƴǘǊŀŎǘƻǊΩǎ Řŀǘŀέ 

 

Form contains not editable fields (TAX ID, Zip code). In order to edit them, user needs to return to 

ǇǊŜǾƛƻǳǎ ǎǘŜǇ ǳǎƛƴƎ α.ŀŎƪ ǘƻ ǎǘŜǇ мέ ōǳǘǘƻƴΦ ¦ǎƛƴƎ ǘƘƛǎ ŀŎǘƛƻƴΣ ǿƛƭƭ ŜǊŀǎŜ ǇǊŜǾƛƻǳǎƭȅ ŜƴǘŜǊŜŘ Řŀǘŀ ƻƴ 

form in step 2.  

{ƻƳŜ ŦƛŜƭŘǎ ƘŀǾŜ ƛŎƻƴ αέ displayed next to them. When user hover cursor over icon, information 

about field will be displayed.  
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In case, there is another Contractor registered with same TAX ID in System, that user entered in 

registration form, System will automatically fill fields with already registered in System data.  

 

 

Image 9 ς α¦ǎŜǊ Řŀǘŀέ ǎŜŎǘƛƻƴ 

 

Lƴ ƴŜȄǘ ǎŜŎǘƛƻƴ Řŀǘŀ ƴŜŜŘǎ ǘƻ ōŜ ǇǊƻǾƛŘŜŘ ōȅ ǳǎŜǊ ǿƘƻ ƛǎ ǊŜƎƛǎǘŜǊƛƴƎ ŀŎŎƻǳƴǘΦ CƛŜƭŘǎ α[ƻƎƛƴ όŜƳŀƛƭ 

ŀŘŘǊŜǎǎύέ ŀƴŘ α/ƻƴŦƛǊƳ [ƻƎƛƴ όŜƳŀƛƭ ŀŘŘǊŜǎǎύέ ǿƛƭƭ ƴƻǘ ŀƭƭƻǿ ǇŀǎǘƛƴƎ ǾŀƭǳŜǎΣ ǎƻ ǘƘŜȅ ƴŜŜŘ ǘƻ ōŜ ŦƛƭƭŜŘ 

manually. When saving the form, the System will check the correctness and compliance of the data 

entered in these fields. 

 

It is assumed that the user's login will be their e-mail address. 

 

The next section contains consents that the registering user must review and accept. To do so, click 

the hyperlink leading to the relevant regulation, review it and select consent.  
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Image 10 - "Main consents" section 

 

Attention! Fields become editable after entering hyperlink, leading to relevant consent.  

 

 

Image 11 ς α!ŘŘƛǘƛƻƴŀƭ ŎƻƴǎŜƴǘǎέ ǎŜŎǘƛƻƴ 

 

Last section contains additional consents, that are not required in registration process. Although if user 

wants to receive periodic information about ongoing proceedings this consents needs to be checked. 

/ƻƴǎŜƴǘǎ Ŏŀƴ ōŜ ŎƘŜŎƪŜŘ ŀŦǘŜǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ƛƴ αaȅ ǇǊƻŦƛƭŜέΣ ǿƘƛŎƘ ƛǎ ŘŜǎŎǊƛōŜŘ ƭŀǘŜǊ ƛƴ ŘƻŎǳƳŜƴǘΦ  

!ŦǘŜǊ ŦƛƭƭƛƴƎ ŦƻǊƳ ŀƴŘ ǳǎƛƴƎ ŀŎǘƛƻƴ αǎŜƴŘ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴέΣ ƛŦ ŀŘŘƛǘƛƻƴŀƭ ŎƻƴǎŜƴǘǎ ǿŜǊŜ ƴƻǘ ŎƘŜŎƪŜŘΣ 

System will display message. 
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Image 12 ς Message about not checking additional consents 

 

¦ǎƛƴƎ α{ŜƴŘ ǊŜǉǳŜǎǘέ ŀŎǘƛƻƴ ǿƛƭƭ ǎŜƴŘ ŀǇǇƭƛŎŀǘƛƻƴ ŦƻǊ ǾŜǊƛŦƛŎŀǘƛƻƴ ǘƻ /ƻƴǘǊŀŎǘƻǊǎ Database 

Administrator. 
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3.2.2 Contractor registration form dedicated for natural person not 

conducting business activity 

 

Below is a form dedicated to users who are registering a user account as individuals, not running a 

business. The form is divided into sections, each of which is described in detail below. 

 

Image 13 ς ǎŜŎǘƛƻƴ α¦ǎŜǊ Řŀǘŀέ 

 

Form contains not editable fields (PESEL number, Zip code). In order to edit them, user needs to return 

ǘƻ ǇǊŜǾƛƻǳǎ ǎǘŜǇ ǳǎƛƴƎ α.ŀŎƪ ǘƻ ǎǘŜǇ мέ ōǳǘǘƻƴΦ ¦ǎƛƴƎ ǘƘƛǎ ŀŎǘƛƻƴΣ ǿƛƭƭ ŜǊŀǎŜ ǇǊŜǾƛƻǳǎƭȅ ŜƴǘŜǊŜŘ Řŀǘŀ ƻƴ 

form in step 2. 

 

Lƴ ŦƛǊǎǘ ǎŜŎǘƛƻƴ Řŀǘŀ ƴŜŜŘǎ ǘƻ ōŜ ǇǊƻǾƛŘŜŘ ōȅ ǳǎŜǊ ǿƘƻ ƛǎ ǊŜƎƛǎǘŜǊƛƴƎ ŀŎŎƻǳƴǘΦ CƛŜƭŘǎ α[ƻƎƛƴ όŜƳŀƛƭ 

ŀŘŘǊŜǎǎύέ ŀƴŘ α/ƻƴŦƛǊƳ [ƻƎƛƴ όŜƳŀƛƭ ŀŘŘǊŜǎǎύέ ǿƛƭƭ ƴƻǘ ŀƭƭƻǿ ǇŀǎǘƛƴƎ ǾŀƭǳŜǎΣ ǎƻ ǘƘŜȅ ƴŜŜŘ ǘƻ ōŜ ŦƛƭƭŜŘ 
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manually. When saving the form, the System will check the correctness and compliance of the data 

entered in these fields. 

 

It is assumed that the user's login will be their e-mail address. 

 

 

Image 14 ς αaŀƛƴ ŎƻƴǎŜƴǘǎέ ǎŜŎǘƛƻƴ 

 

The next section contains consents that the registering user must review and accept. To do so, click 

the hyperlink leading to the relevant regulation, review it and select consent.  

 

Attention! Fields become editable after entering hyperlink, leading to relevant consent.  

 

 

Image 15 ς α!ŘŘƛǘƛƻƴŀƭ ŎƻƴǎŜƴǘǎέ ǎŜŎǘƛƻƴ 

 

Last section contains additional consents, that are not required in registration process. Although if user 

wants to receive periodic information about ongoing proceedings this consents needs to be checked. 

/ƻƴǎŜƴǘǎ Ŏŀƴ ōŜ ŎƘŜŎƪŜŘ ŀŦǘŜǊ ǊŜƎƛǎǘǊŀǘƛƻƴ ƛƴ αaȅ ǇǊƻŦƛƭŜέΣ ǿƘƛŎƘ ƛǎ ŘŜǎŎǊƛōŜŘ ƭŀǘŜǊ ƛƴ ŘƻŎǳƳŜƴǘΦ  
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!ŦǘŜǊ ŦƛƭƭƛƴƎ ŦƻǊƳ ŀƴŘ ǳǎƛƴƎ ŀŎǘƛƻƴ αǎŜƴŘ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴέΣ ƛŦ ŀŘŘƛǘƛƻƴŀƭ ŎƻƴǎŜƴǘǎ ǿŜǊŜ ƴƻǘ ŎƘŜŎƪŜŘΣ 

System will display message. 

 

Image 16 - Message about not checking additional consents 

 

¦ǎƛƴƎ α{ŜƴŘ ǊŜǉǳŜǎǘέ ŀŎǘƛƻƴ ǿƛƭƭ ǎŜƴŘ ŀǇǇƭƛŎŀǘƛƻƴ ŦƻǊ ǾŜǊƛŦƛŎŀǘƛƻƴ ǘƻ /ƻƴǘǊŀŎǘƻǊ Database 

Administrator. 

3.3 Registration, step 3: Completing registration 

 

After sending request for verification to Contractor database administrator, message will be displayed. 

 

 

Image 17 ς Message displayed after successfully sending registration form 
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Registration form can be accepted or denied by administrator. Form will be denied if any information 

is  incorrect. 

3.3.1 Rejection of registration application 

 

If your registration request is rejected, an email will be sent to the email address provided in the "Login 

(email address)" field of the registration form, informing you of the reason for the rejection. You may 

then re-register, taking into account the comments submitted by the Contractor Database 

Administrator who processed the original registration request. 

 

3.3.2 Acceptance of the registration application 

 

If the registration application is accepted in the System, an email will be sent to the user's email address 

(provided in the "Login (email address)" field on the registration form). The email will also contain brief 

instructions on how to proceed, including a password reset link. 

 

The final step is to set a password for logging into the System. This is done using the "Password Reset" 

functionality, described in the next section of this document. 

 

3.4 Registration, step 4: setting up first password  

 

After accepting application, an e-Ƴŀƛƭ ǿƛƭƭ ōŜ ǎŜƴŘ ƻƴ ǳǎŜǊΩǎ Ŝ-mail address.  
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Image 18 ς E-mail sent to Contractor after application was accepted 

 

!ŦǘŜǊ ŎƭƛŎƪƛƴƎ ƻƴ ƭƛƴƪ αtŀǎǎǿƻǊŘ ǊŜǎŜǘέ ƛƴ Ŝ-mail, user will be redirected to Password reset site: 

 

 

Image 19 ς αtŀǎǎǿƻǊŘ ǊŜǎŜǘέ ǎƛǘŜ 

 

User needs to fill fields with correct e-Ƴŀƛƭ ŀŘŘǊŜǎǎ ŀƴŘ ŎŀǇǘŎƘŀ ŎƻŘŜΦ !ŦǘŜǊ ŎƭƛŎƪƛƴƎ αwŜǎŜǘ ǇŀǎǎǿƻǊŘέ 

button, e-mail will be send on ǳǎŜǊΩǎ e-mail address, if address exists in System. E-mail will contain 

hyperlink α/ƘŀƴƎŜ ǇŀǎǎǿƻǊŘέΦ  
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Image 20 ς E-Ƴŀƛƭ ǎŜƴŘ ǘƻ /ƻƴǘǊŀŎǘƻǊ ŀŦǘŜǊ ǊŜǉǳŜǎǘƛƴƎ ŦƻǊ αwŜǎŜǘ ǇŀǎǎǿƻǊŘέ 

 

!ŦǘŜǊ ŎƭƛŎƪƛƴƎ α/ƘŀƴƎŜ ǇŀǎǎǿƻǊŘέ ǳǎŜǊ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘŜŘ ǘƻ αtŀǎǎǿƻǊŘ ǊŜǎŜǘέ ǎƛǘŜΣ ǿƘŜǊŜ ǇŀǎǎǿƻǊŘ Ŏŀƴ 

be changed.  

 

 

Image 21 ς Password reset site 

 

User needs to fill both fields with same password. User can see values inserted in fields, by clicking on 

α έ ƛŎƻƴΦ  
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tŀǎǎǿƻǊŘ ƴŜŜŘǎ ǘƻ ƳŜŜǘ ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎΦ ¦ǎŜǊ Ŏŀƴ ŎƘŜŎƪ ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎ ǿƛǘƘ α{Ƙƻǿ 

ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎέ ōǳǘǘƻƴΦ /ǳǊǊŜƴǘ ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜ ǎƘƻǿƴ ƻƴ ƛƳŀƎŜ ōŜƭƻǿΥ 

 

 

Image 22 ς Password requirements 

 

In case passwords do ƴƻǘ ƳŀǘŎƘΣ ƻǊ ǇŀǎǎǿƻǊŘ ŘƻŜǎ ƴƻǘ ƳŜŜǘ αtŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎέΣ ŀŦǘŜǊ ŎƭƛŎƪƛƴƎ 

αǎŜƴŘέ ōǳǘǘƻƴΣ {ȅǎǘŜƳ ǿƛƭƭ ƘƛƎƘƭƛƎƘǘ ŦƛŜƭŘΦ !ƭǎƻ ƛŦ ǳǎŜǊ Ǉƻƛƴǘ cursor at highlighted field, message will be 

displayed with error. 

 

 

Image 23 ς Error message during password reset 
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Successful password change will be announced with message, informing that user can now login with 

ƴŜǿ ŎǊŜŘŜƴǘƛŀƭǎΦ hƴ ǳǎŜǊΩǎ Ŝ-mail address, e-mail will be sent with password reset confirmation.  

 

In case reset link from e-mail, was used more than once or link expired, System will display error 

ƳŜǎǎŀƎŜΦ Lƴ ǎǳŎƘ ŎŀǎŜ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ǳǎŜ αwŜǎŜǘ ǇŀǎǎǿƻǊŘέ ŀƎŀƛƴ ŀƴŘ ƎŜƴŜǊŀǘŜ ƴŜǿ ƭƛƴƪ ǘƻ αǊŜǎŜǘ 

ǇŀǎǎǿƻǊŘέΦ  

 

 

Image 24 ς Link expired message 

 

!ŦǘŜǊ ŎƻƴŦƛǊƳƛƴƎ ǘƘƛǎ ƳŜǎǎŀƎŜΣ ǳǎŜǊ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘ ǘƻ αwŜǎŜǘ ǇŀǎǎǿƻǊŘέ ǎƛǘŜΦ Lƴ ǎǳŎƘ ŎŀǎŜΣ ǳǎŜǊ ƴŜŜŘǎ 

to go through all steps described in chapter 3.6. 

 

3.5 First login to PGE Capital Group Purchasing System 

3.5.1 Setting up 2 factor authentication  

 

When logging in for the first time to System, and during registration all required consents were 

ŎƘŜŎƪŜŘΣ ǳǎŜǊ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘ ǘƻ ǘŀō α{ŜŎǳǊƛǘȅέΣ ƭƻŎŀǘŜŘ ƛƴ αaȅ ǇǊƻŦƛƭŜέΦ ¢ƘŜƴ ǳǎŜǊ ǿƛƭƭ ōŜ ŀǎƪŜŘ ǘƻ ǎŜǘ 

up 2 factor authentication. This authentication will be needed for future logins to System (unless, user 

add this device as trusted device). User will receive message on website, that 2 factor authentication 

needs to be set up.  
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Image 25 ς 2 factor authentication message 

 

¦ǎŜǊ Ŏŀƴ ŎƻƴŦƛƎǳǊŜ н ŦŀŎǘƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛƴ α¢ǿƻ-ŦŀŎǘƻǊ ƭƻƎƛƴέ ǎŜŎǘƛƻƴΦ  

 

 

Image 26 ς α¢ǿƻ-ŦŀŎǘƻǊ ƭƻƎƛƴέ ǎŜŎǘƛƻƴ 

 

CƛŜƭŘ ƴŀƳŜŘ αнC! ŜƴŀōƭŜΚέ ǇǊŜǎŜƴǘǎ ƛƴŦƻǊƳŀǘƛƻƴ ƛŦ ǳǎŜǊ Ƙŀǎ н ŦŀŎǘƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǎŜǘ ǳǇΦ LŦ ǾŀƭǳŜ ƛƴ 

ǘƘƛǎ ŦƛŜƭŘ ƛǎ αbƻέΣ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ŎƻƴŦƛƎǳǊŜ н ŦŀŎǘƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǿƛǘƘ αŎƻƴŦƛƎǳǊŜέ ōǳǘǘƻƴ ƛƴ ōƻǘǘƻƳ 

ǊƛƎƘǘ ŎƻǊƴŜǊ ƻŦ α¢ǿƻ-ŦŀŎǘƻǊ ƭƻƎƛƴέ ǎŜŎǘƛƻƴΦ To configure 2 factor authentication, user needs to 

download and install on his mobile device (for example mobile phone) and configure one of the 

recommended by GK PGE applications: 

ҍ Google Authenticator; 
ҍ Microsoft Authenticator. 

 
[ƛǎǘŜŘ ŀǇǇƭƛŎŀǘƛƻƴǎ ŀǊŜ ŦǊŜŜΦ [ƛƴƪǎ ǘƻ ŘƻǿƴƭƻŀŘ ǘƘŜƳΣ ŀǊŜ ŘƛǎǇƭŀȅŜŘΣ ǿƘŜƴ ǳǎŜǊ ŎƭƛŎƪ ƻƴ ά/ƻƴŦƛƎǳǊŜέ 

button.  
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Image 27 - instruction how to set up 2 factor authentication 

 

After downloading and installing authentication application on mobile device, user needs to use it and 

ǎŎŀƴ vw ŎƻŘŜΣ ŘƛǎǇƭŀȅŜŘ ŀŦǘŜǊ ŎƭƛŎƪƛƴƎ άŎƻƴŦƛƎǳǊŜέ ōǳǘǘƻƴΦ ¦ǎŜǊ ŀƭǎƻ Ŏŀƴ ƛƴǎŜǊǘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƪŜȅ ǘƻ 

application manually.  
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Image 28 - 9ȄŀƳǇƭŜ ƻŦ αvw ŎƻŘŜέ ŀƴŘ α/ƻƴŦƛƎǳǊŀǘƛƻƴ ƪŜȅέ 

 

!ŦǘŜǊ ǳǎŜǊ ǎŎŀƴ vw ŎƻŘŜ ƻǊ ŜƴǘŜǊ ά/ƻƴŦƛƎǳǊŀǘƛƻƴ ƪŜȅέ ƛƴ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀǇǇƭƛŎŀǘƛƻƴ Ƴŀƴǳŀƭƭȅ ƻƴ ƳƻōƛƭŜ 

device, new account dedicated to PGE Capital Group Purchasing System will be added. After selecting 

this account on the phone, the application will display a one-time, time-limited, 6-digit code, which 

should be entered in the System in the "Verification code" field.  

 

 

Image 29 ς Field to enter generated code from application 

 

!ŦǘŜǊ ŜƴǘŜǊƛƴƎ ŎƻŘŜΣ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ŎƻƴŦƛǊƳ ŎƻŘŜ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ άŎƻƴŦƛǊƳέ ōǳǘǘƻƴΦ LŦ ŎƻŘŜ ǿƛƭƭ ōŜ ŎƻǊǊŜŎǘ 

ŀƴŘ ǿƛƭƭ ƴƻǘ ŜȄǇƛǊŜΣ ŀŎŎƻǳƴǘ ǿƛƭƭ ōŜ ƭƛƴƪŜŘ ǘƻ ǳǎŜǊΩǎ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀǇǇƭƛŎŀǘƛƻƴΦ ±ŀƭǳŜ ƛƴ άнC! ŜƴŀōƭŜΚέ 

ǿƛƭƭ ŎƘŀƴƎŜ ǘƻ ά¸ŜǎέΦ /ƻŘŜǎ ƛƴ ŀǇǇƭƛŎŀǘƛƻƴ ŀǊŜ generated every 30 seconds. 

 

 

Image 30 ς ±ŀƭǳŜ ƛƴ αнC! ŜƴŀōƭŜΚέ ŦƛŜƭŘ ŀŦǘŜǊ н ŦŀŎǘƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 
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When 2 factor authentication is set up, user can now use all available for Contractor feature in System.  

 

3.5.2 Next logins to  PGE Capital Group Purchasing System  

 

Once the second login factor is properly configured, the System will require it upon next logins. Filling 

the required fields (marked with a red asterisk) is required each time you authenticate. 

After entering your login and password, if the data is correct, the "Enter code from the app" field will 

appear, where you must enter a 6-digit, time-limited, one-time password generated by the 

authenticator app on your phone. 

 

 

Image 31 ς Login screen after 2FA was configured 

 

Login and password fields ǿƛƭƭ ƴƻǘ ōŜ ŜŘƛǘŀōƭŜ ŀǘ ǘƘƛǎ ǇƻƛƴǘΦ !ŘŘƛǘƛƻƴŀƭƭȅ ǳǎŜǊ Ŏŀƴ ŎƘŜŎƪ ŎƘŜŎƪōƻȄ α!ŘŘ 

ǘƻ ǘǊǳǎǘŜŘ ƭƛǎǘέΦ LŦ ǘƘƛǎ ŎƘŜŎƪōƻȄ ƛǎ ŎƘŜŎƪŜŘΣ ŘŜǾƛŎŜ ǿƛƭƭ ōŜ ŀŘŘŜŘ ǘƻ ǘǊǳǎǘŜŘ ƭƛǎǘΣ ŀƴŘ ǳǎŜǊ ǿƛƭƭ ƴƻǘ ƴŜŜŘ 

to provide code from application for next 30 day, when logging in from this device. Trusted devices are 

listed ƛƴ α{ŜŎǳǊƛǘȅέ ǘŀō ƛƴ α¢ǊǳǎǘŜŘ ōǊƻǿǎŜǊǎέ ǎŜŎǘƛƻƴΣ ŀǾŀƛƭŀōƭŜ ƛƴ αaȅ tǊƻŦƛƭŜέΦ Lƴ ǘƘƛǎ ǇƭŀŎŜ ǳǎŜǊ ŀƭǎƻ 

Ŏŀƴ ŀŘŘ ŘŜǾƛŎŜ ǘƻ ǘǊǳǎǘŜŘ ƭƛǎǘΣ ǿƛǘƘ α!ŘŘ ŘŜǾƛŎŜ ǘƻ ǘƘŜ ǘǊǳǎǘŜŘ ƭƛǎǘέ ōǳǘǘƻƴΦ  
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Image 32 ς {ŜŎǘƛƻƴ α¢ǊǳǎǘŜŘ ōǊƻǿǎŜǊǎέ 

 

In case, user provides System with wrong credentials for four times, System will display additional field 

with captcha code. This field needs to be filled with correct data before next login attempt.  

 

Image 33 ς Login screen with captcha code 
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Attention: 5-th failed login attempt, will result in 30 minutes or permanent login to account block. 

When user hover over highlighted field with login, System will display message with status 

information about account and further possible action to take.  

 

 

Image 34 ς Login screen with 30 minutes login block 

 

In case of 30 minutes block, user needs to wait for 30 minutes and then login option will be unlock. 

²ƘŜƴ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘ ƛǎ ōƭƻŎƪ ǇŜǊƳŀƴŜƴǘƭȅΣ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ǳǎŜ αwŜŎƻǾŜǊ ǇŀǎǎǿƻǊŘέ ƻǇǘƛƻƴΦ LŦ ǳǎŜǊ ƛǎ 

ƘŀǾƛƴƎ ǇǊƻōƭŜƳ ǿƛǘƘ ǇŀǎǎǿƻǊŘ ǊŜŎƻǾŜǊȅΣ /ƻƴǘǊŀŎǘƻǊΩǎ ƘŜƭǇŘŜǎƪ ƛǎ ŀƭǿŀȅǎ ǊŜŀŘȅ ǘƻ ƘŜƭǇ ǿƛǘƘ ƛǘΦ 
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Image 35 ς Login screen after account block 

 

3.6  Recover password 

wŜƎƛǎǘŜǊŜŘ ǳǎŜǊ Ŏŀƴ ǳǎŜ αwŜŎƻǾŜǊ ǇŀǎǎǿƻǊŘέ ŀŎǘƛƻƴΣ ŀǾŀƛƭŀōƭŜ ŦƻǊ ƴƻǘ logged in users. In order to 

ǊŜŎƻǾŜǊ ǇŀǎǎǿƻǊŘΣ ǳǎŜǊ ƴŜŜŘǎ ǘƻ Ǝƻ ƻƴ {ȅǎǘŜƳΩǎ ǎƛǘŜΣ ŎƭƛŎƪ ƻƴ α[ƻƎ ƛƴέ ōǳǘǘƻƴ ƛƴ ǊƛƎƘǘ ǘƻǇ ŎƻǊƴŜǊΣ ŀƴŘ 

ǳǎŜ αwŜŎƻǾŜǊ ǇŀǎǎǿƻǊŘέ ōǳǘǘƻƴ ƻƴ ƭƻƎƛƴ ǎƛǘŜΦ  
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Image 36 ς Log in screen 

 

αtŀǎǎǿƻǊŘ ǊŜŎƻǾŜǊȅέ Ŏŀƴ ōŜ ǳǎŜŘ ǿƘŜƴΥ 

ҍ first login after PGE Capital Group Purchasing System was disconnected from OnePlace 
platform, if user owns accounts in both systems; 

ҍ first login after acceptance of registry application; 

ҍ unlock account after user provides System with wrong credentials several Times; 

ҍ ǳƴƭƻŎƪ ŀŎŎƻǳƴǘ ŀŦǘŜǊ ŦŀƛƭŜŘ ŀǘǘŜƳǇǘ ǘƻ ŎƘŀƴƎŜ ǇŀǎǎǿƻǊŘ Ǿƛŀ αaȅ profileέ; 

ҍ ǳƴƭƻŎƪ ŀŎŎƻǳƴǘ ŀŦǘŜǊ ŀŎŎƻǳƴǘΩǎ ǇŀǎǎǿƻǊŘ ŜȄǇƛǊŜǎ; 

ҍ unlock account after user did not log in to System for more than 90 days. 
 

/ƭƛŎƪƛƴƎ αwŜŎƻǾŜǊ ǇŀǎǎǿƻǊŘέ ǿƛƭƭ ǊŜŘƛǊŜŎǘ ǳǎŜǊ ǘƻ αtŀǎǎǿƻǊŘ ǊŜǎŜǘέ ǎƛǘŜΥ 
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Image 37 ς αtŀǎǎǿƻǊŘ ǊŜǎŜǘέ ǎŎǊŜŜƴ 

 

User needs to provide System with correct e-mail address and Captcha code. !ŦǘŜǊ ŎƭƛŎƪƛƴƎ ƻƴ αwŜǎŜǘ 

ǇŀǎǎǿƻǊŘέ ōǳǘǘƻƴΣ Ŝ-mail will be send on provided by user e-mail address (if such address exists in 

System). E-Ƴŀƛƭ Ŏƻƴǘŀƛƴǎ ƘȅǇŜǊƭƛƴƪ α/ƘŀƴƎŜ ǇŀǎǎǿƻǊŘέΦ /ƭƛŎƪƛƴƎ ƻƴ ƛǘΣ ǿƛƭƭ ǊŜŘƛǊŜŎǘ ǳǎŜǊ ǘƻ ŎƘŀƴƎŜ 

password site. 

 

 

Image 38 - E-Ƴŀƛƭ ǎŜƴŘ ǘƻ /ƻƴǘǊŀŎǘƻǊ ŀŦǘŜǊ ǊŜǉǳŜǎǘƛƴƎ ŦƻǊ αwŜǎŜǘ ǇŀǎǎǿƻǊŘέ 

 

!ŦǘŜǊ ŎƭƛŎƪƛƴƎ ƻƴ α/ƘŀƴƎŜ ǇŀǎǎǿƻǊŘέΣ ǳǎŜǊ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘŜŘ ǘƻ αtŀǎǎǿƻǊŘ ǊŜǎŜǘέ ǎƛǘŜΦ 
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Image 39 ς αtŀǎǎǿƻǊŘ ǊŜǎŜǘέ ǎƛǘŜ 

 

User needs to fill both fields with same password, that will meet password requirements. Entered 

values can be display by clicking on  icon. Current password requirements can be checked with 

ŎƭƛŎƪƛƴƎ α{Ƙƻǿ ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎέΦ /ǳǊǊŜƴǘ ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜΥ 

 

 

Image 40 ς Password requirements 

 

Lƴ ŎŀǎŜ ǇŀǎǎǿƻǊŘǎ Řƻ ƴƻǘ ƳŀǘŎƘΣ ƻǊ ǇŀǎǎǿƻǊŘ ŘƻŜǎ ƴƻǘ ƳŜŜǘ αtŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎέΣ ŀŦǘŜǊ ŎƭƛŎƪƛƴƎ 

αǎŜƴŘέ ōǳǘǘƻƴΣ {ȅǎǘŜƳ ǿƛƭƭ ƘƛƎƘƭƛƎƘǘ ŦƛŜƭŘΦ !ƭǎƻ ƛŦ ǳǎŜǊ hover cursor over highlighted field, message will 

be displayed with error. 
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Image 41 ς Error message displayed during password change 

  

Successful password change will be announced with message, informing that user can now login with 

ƴŜǿ ŎǊŜŘŜƴǘƛŀƭǎΦ hƴ ǳǎŜǊΩǎ Ŝ-mail address, e-mail will be sent with password reset confirmation.  

 

In case reset link from e-mail was used more than once or link expired, System will display error 

ƳŜǎǎŀƎŜΦ Lƴ ǎǳŎƘ ŎŀǎŜ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ǳǎŜ αwŜǎŜǘ ǇŀǎǎǿƻǊŘέ ŀƎŀƛƴ ŀƴŘ ƎŜƴŜǊŀǘŜ ƴŜǿ ƭƛƴƪ ǘƻ αǊŜǎŜǘ 

ǇŀǎǎǿƻǊŘέΦ  

 

 

Image 42 - Link expired message 

 

!ŦǘŜǊ ŎƻƴŦƛǊƳƛƴƎ ǘƘƛǎ ƳŜǎǎŀƎŜΣ ǳǎŜǊ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘ ǘƻ αwŜǎŜǘ ǇŀǎǎǿƻǊŘέ ǎƛǘŜΦ Lƴ ǎǳŎƘ ŎŀǎŜΣ ǳǎŜǊ ƴŜŜŘǎ 

to go through all steps described in this chapter. 
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 aƻǾƛƴƎ ŀǊƻǳƴŘ ǘƘŜ tD9 /ŀǇƛǘŀƭ DǊƻǳǇ tǳǊŎƘŀǎƛƴƎ {ȅǎǘŜƳ ŀƴŘ 
ǎǳōƳƛǘǘƛƴƎ ƻŦŦŜǊǎ ŀƴŘ ŀǇǇƭƛŎŀǘƛƻƴǎ όwC·ύ 

4.1 άaȅ profileέΣ ǳǎŜǊΩǎ account management 

Granting the consents described above and setting up 2 factor authentication will display the following 

view, and will unlock full access to all functionalities of the PGE Capital Group Purchasing System. 

Return to the "Consents and Regulations" tab is possible via the "My profile" button. 

 

 

 

Image 43 ς /ƻƴǘǊŀŎǘƻǊΩǎ aŀƛƴ ǇŀƎŜ ŀŦǘŜǊ ƭƻƎƎƛƴƎ ƛƴ 

 

 

On the left, all modules available for a given user are visible - "Legal Notes", "Contractor Portal" and 

"Public Area". άaȅ ǇǊƻŦƛƭŜέ is located in top right corner, which allows user to manage account. 

5ŜǘŀƛƭŜŘ ŘŜǎŎǊƛǇǘƛƻƴ ƻŦ άaȅ ǇǊƻŦƛƭŜέ ƛǎ ǇǊŜǎŜƴǘŜŘ ƛƴ ƴŜȄǘ ŎƘŀǇǘŜǊΦ 

 

 

 

 

 

Modules: 

άYƴƻǿƭŜŘƎŜ .ŀǎŜέΣ 

άSupplier portalέΣ 

άPublic zoneέΣ 

ά[egal noticeέΣ 

άIŜƭǇ 5ŜǎƪέΦ 

αaȅ ǇǊƻŦƛƭŜέ ōǳǘǘƻƴ 

Button that allows user to expand 

header 
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4.1.1 άaȅ ǇǊƻŦƛƭŜέ ς ǘŀōΥ ά¦ǎŜǊ Řŀǘŀέ 

¢ƻ ƳƻǾŜ ǘƻ άaȅ ǇǊƻŦƛƭŜέ ǘŀōΣ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ŎƭƛŎƪ άaȅ ǇǊƻŦƛƭŜέ ƛƴ ǘƻǇ ǊƛƎƘǘ corner of main site. User 

ƴŜŜŘǎ ǘƻ ōŜ ƭƻƎƎŜŘ ƛƴΦ άaȅ ǇǊƻŦƛƭŜέ ƛǎ ŘƛǎǇƭŀȅŜŘ ōŜƭƻǿΦ 

 

 

Image 44 ς αaȅ ǇǊƻŦƛƭŜέ 

 

All tabs are divided into sections, and their content will be described below. 

 

Clicking on αaȅ ǇǊƻŦƛƭŜέ ōǳǘǘƻƴ, user will be redirected to first available tab: 

α¦ǎŜǊ Řŀǘŀέ 

4.1.1.1 Information 

 

 

Image 45 ς {ŜŎǘƛƻƴ αLƴŦƻǊƳŀǘƛƻƴέ ƛƴ α¦ǎŜǊ Řŀǘŀέ ǘŀō 

 

This section contains general information about account, FAQ and Help Desk for Contractor.  
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4.1.1.2 User profile 

 

 

Image 46 ς {ŜŎǘƛƻƴ α¦ǎŜǊ ǇǊƻŦƛƭŜέ 

 

In this section user can edit personal data (First name, Last name, phone number) and language of 

System.  

Attention: Changing name or/and last name, will cause need to give consent again, available in 

α/ƻƴǎŜƴǘǎ ŀƴŘ ǊŜƎǳƭŀǘƛƻƴǎέ ǘŀōΦ Especially mandatory consents. 

 

4.1.1.3 Change e-mail address (login) 

 

 

Image 47 ς α/ƘŀƴƎŜ Ŝ-mail address (login) section 

 

In this section user can change e-Ƴŀƛƭ ŀŘŘǊŜǎǎΣ ǿƘƛŎƘ ƛǎ ŀƭǎƻ {ȅǎǘŜƳΩǎ ƭƻƎƛƴΦ ¢Ƙƛǎ ǎŜŎǘƛƻƴ ŀƭǎƻ Ŏƻƴǘŀƛƴǎ 

hyperlink with description, redirecting to System detailed instruction.  

 

In order to change e-Ƴŀƛƭ ŀŘŘǊŜǎǎΣ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ǳǎŜ ά/ƘŀƴƎŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎ όƭƻƎƛƴύέ ōǳǘǘƻƴ ŦǊƻƳ ǘƘƛǎ 

ǎŜŎǘƛƻƴΦ !ŦǘŜǊ ŎƭƛŎƪƛƴƎ ƻƴ  ά/ƘŀƴƎŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎ όƭƻƎƛƴύέ ōǳǘǘƻƴΣ ά/ƘŀƴƎŜ Ŝ-Ƴŀƛƭ ŀŘŘǊŜǎǎ όƭƻƎƛƴύέ 

window will be displayed for user.  
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Image 48 ς Login change window 

   

¦ǎŜǊ ƴŜŜŘǎ ǘƻ Ŧƛƭƭ άbŜǿ ŜƳŀƛƭ ŀŘŘǊŜǎǎ όƭƻƎƛƴύέ ŀƴŘ άwŜǇŜŀǘ ŜƳŀƛƭ ŀŘŘǊŜǎǎ όƭƻƎƛƴύέ ǿƛǘƘ ǎŀƳŜ ƴŜǿ Ŝ-

mail address. Fields do not allow pasting values, user needs to fill it manually. 

Additionally, user needs to provide System with current password. When user fills all fields and uses 

ά{ŀǾŜέ ōǳǘǘƻƴΣ {ȅǎǘŜƳ ǿƛƭƭ ǾŜǊƛŦȅ Řŀǘŀ ŎƻǊǊŜŎǘƴŜǎǎ ŀƴŘ ƛƴ ŎŀǎŜ ƻŦ ŜǊǊƻǊǎΣ ǿƛƭƭ ŘƛǎǇƭŀȅ ǇǊƻǇŜǊ ƳŜǎǎŀƎŜΥ 

ҍ Incorrect password ς άtŀǎǎǿƻǊŘ ŘƻŜǎ ƴƻǘ ƳŀǘŎƘ ŎǳǊǊŜƴǘ ƻƴŜέ; 
ҍ E-mail addresses do not match ς άbŜǿ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ŀƴŘ ŘǳǇƭƛŎŀǘŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ŀǊŜ ƴƻǘ ǘƘŜ 
ǎŀƳŜέ; 

ҍ New e-mail address is the same as old one ς άnew e-mail address is the same as current e-mail 
ŀŘŘǊŜǎǎέ; 

ҍ Invalid e-mail format ς άLƴŎƻǊǊŜŎǘ ŜƳŀƛƭ ŀŘŘǊŜǎǎ ŦƻǊƳŀǘέΤ 
ҍ In case of other e-mail address format anomaly ς άLƴǾŀƭƛŘ ŜƳŀƛƭ ŀŘŘǊŜǎǎέΦ 

 

!ŦǘŜǊ ǳǎŜǊ ŜƴǘŜǊ ŎƻǊǊŜŎǘ ŘŀǘŀΣ ŀƴŘ ǳǎŜ ά{ŀǾŜέ ŀŎǘƛƻƴΣ ƻƴ new e-mail address, e-mail will be sent. E-mail 

Ŏƻƴǘŀƛƴǎ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǊŜŎŜƛǾƛƴƎ ά/ƘŀƴƎŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎ όƭƻƎƛƴύέ ǊŜǉǳŜǎǘΦ !ƭǎƻ ƳŜǎǎŀƎŜ ŦǊƻƳ 

System will be displayed like below: 
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Image 49 ς Message about sending activation link on new e-mail address 

 

In e-Ƴŀƛƭ ǳǎŜǊ ǿƛƭƭ ŦƛƴŘ ƘȅǇŜǊƭƛƴƪ α/ƘŀƴƎŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎέΦ /ƭƛŎƪƛƴƎ ǘƘƛǎ ƭƛƴƪ ǿƛƭƭ ŎŀǳǎŜ ŎƘŀƴƎƛƴƎ ŜƳŀƛƭ 

address (login) and message from System will be displayed. 

 

 

Image 50 ς Message about successful email address change 

 

Link in email will last for 1 hour. If user wants to change email address after link expires, he will needs 

ǘƻ ǳǎŜ α/ƘŀƴƎŜ ŜƳŀƛƭ ŀŘŘǊŜǎǎ όƭƻƎƛƴύέ ŀƎŀƛƴΦ  

 

After change, login to PGE Capital Group Purchasing System will be possible with new credentials (new 

email address). 

 

Change will also trigger sending e-mail notification on previous e-mail address. 
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Attention: Changing e-mail address (login), will cause need to give consent again, available in 

α/ƻƴǎŜƴǘǎ ŀƴŘ ǊŜƎǳƭŀǘƛƻƴǎέ ǘŀōΦ Especially mandatory consents. 

 

4.1.2 άaȅ ǇǊƻŦƛƭŜέ ς ǘŀōΥ ά/ƻƴǎŜƴǘǎ ŀƴŘ ǊŜƎǳƭŀǘƛƻƴǎέ 

 

4.1.2.1 Information 

 

 

Image 51 ς {ŜŎǘƛƻƴ αLƴŦƻǊƳŀǘƛƻƴέ ƻƴ ǘŀō α/ƻƴǎŜƴǘǎ ŀƴŘ ǊŜƎǳƭŀǘƛƻƴǎέ 

 

This section contains general information about consents and regulations and also references to Help 

Desk for Contractors. 

 

4.1.2.2 Required consents 

 

 

Image 52 ς αwŜǉǳƛǊŜŘ ŎƻƴǎŜƴǘǎέ ǎŜŎǘƛƻƴ 

 

This section contains required consents. Granting consent by user is required to use System. User can 

read the content of individual consents by clicking on the hyperlink available under each consent. 

 

Attention! Fields become editable after user enter hyperlink to consent. 
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User can withdraw any consent. If user wants to withdraw required consent, System will display 

message: 

 

 

Image 53 ς Message about not selecting required consent 

 

LŦ ǳǎŜǊ ŘƻŜǎ ƴƻǘ ǿŀƴǘ ǘƻ ōƭƻŎƪ ŀŎŎƻǳƴǘΣ αbƻΣ ǊŜǘǳǊƴ ǘƻ ǘƘŜ ŦƻǊƳέ ƴŜŜŘǎ ǘƻ ōŜ ŎƭƛŎƪŜŘ ŀƴŘ ŀƭƭ ǊŜǉǳƛǊŜŘ 

consent needs to be selected before saving form again. 

 

!Ŏǘƛƻƴ α¸ŜǎΣ ōƭƻŎƪ ǘƘŜ ŀŎŎƻǳƴǘέ ǿƛƭƭ ǎŀǾŜ ŀŎŎƻǳƴǘ ǎŜǘǘƛƴƎǎΣ ōǳǘ ŀŎŎƻǳƴǘ ǿƛƭƭ ōŜ ōƭƻŎƪŜŘ ŀŦǘŜǊ ǳǎŜǊ ƭƻƎǎ 

ƻǳǘ ŦǊƻƳ {ȅǎǘŜƳΦ ¦ƴǘƛƭ ƭƻƎ ƻǳǘΣ ǳǎŜǊ ǿƛƭƭ ǎǘŀȅ ƻƴ α/ƻƴǎŜƴǘ ŀƴŘ ǊŜƎǳƭŀǘƛƻƴǎέ ǘŀōΣ ǿƘŜǊŜ ƘŜ Ŏŀƴ ŎƘŀƴƎŜ 

his mind and select all required consents and save settings. 

If user logs out, but still wants to use System, contact with Help Desk for Contractor will be required. 

 

In case of updating regulations, System will require from user reading new documents and consenting 

ǘƻ ǘƘŜƳΦ Lƴ ǎǳŎƘ ŎŀǎŜ ŀŦǘŜǊ ǳǎŜǊ ƭƻƎ ƛƴ ǘƻ {ȅǎǘŜƳΣ ƘŜ ǿƛƭƭ ōŜ ǊŜŘƛǊŜŎǘŜŘ ǘƻ α/ƻƴǎŜƴǘ ŀƴŘ ǊŜƎǳƭŀǘƛƻƴǎέ 

tab, where he will be able to read and accept new version of regulation. User will be able to use System 

after accepting new version of regulation. Dates on which consent was granted or withdrawn will be 

saved and displayed on the tab. If during checkbox configure, ŎƻƴǎŜƴǘǎ αwŜƎǳƭŀǘƛƻƴǎ ƻŦ ǘƘŜ tD9 /ŀǇƛǘŀƭ 

GroǳǇ tǳǊŎƘŀǎƛƴƎ {ȅǎǘŜƳέ ƻǊ α±ŀƭǳŜǎ ŀƴŘ tǊƛƴŎƛǇƭŜǎ ƻŦ ǘƘŜ tD9 /ŀǇƛǘŀƭ DǊƻǳǇέ ǿŜǊŜ ƴƻǘ ǎŜƭŜŎǘŜŘΣ 

System will inform user about possible account block with message displayed above. To avoid account 

ōƭƻŎƪΣ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ŎƭƛŎƪ αbƻΣ ǊŜǘǳǊƴ ǘƻ ǘƘŜ ŦƻǊƳέ ŀƴŘ ǎŜƭŜŎǘ ŀƭƭ ǊŜǉǳƛǊŜŘ ŎƻƴǎŜƴǘǎΦ LŦ ǳǎŜǊ ǿƛƭƭ ƴƻǘ 

ǎŜƭŜŎǘ ŀƭƭ ǊŜǉǳƛǊŜŘ ŎƻƴǎŜƴǘΣ ƘŜ ǿƛƭƭ ǎǘŀȅ ŀǘ α/ƻƴǎŜƴǘǎ ŀƴŘ ǊŜƎǳƭŀǘƛƻƴǎέ ǘŀōΣ ǿƘŜǊŜ ƘŜ Ŏŀƴ ŎƘŀƴƎŜ Ƙƛǎ 
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mind. Logging out from System will cause account block. To access blocked account user needs to 

contact Help Desk for Contractors.  

 

4.1.2.3 α!ŘŘƛǘƛƻƴŀƭ ŎƻƴǎŜƴǘǎέ 

 

 

Image 54 ς α!ŘŘƛǘƛƻƴŀƭ ŎƻƴǎŜƴǘǎέ ǎŜŎǘƛƻƴ 

 

This section contains additional marketing and Newsletter consents. Newsletter content is directly  

ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǳǎŜǊΩǎ ǇǳǊŎƘŀǎƛƴƎ ŎŀǘŜƎƻǊƛŜǎ ǇŜǊǎƻƴŀƭƛȊŜŘ ƛƴ ǘŀō άCŀǾƻǊƛǘŜ ŎŀǘŜƎƻǊƛŜǎέΦ ¢ŀō άCŀǾƻǊƛǘŜ 

ŎŀǘŜƎƻǊƛŜǎέ ŀƴŘ Newsletter was described in detail in chapter 4.1.4. 

The user can read the content of individual consents by clicking on the hyperlink available under the 

respective field. 

If user wants to save form, without additional consents, System will display message: 

 

 

Image 55 ς Message encouraging to select additional consents 
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4.1.3 αaȅ ǇǊƻŦƛƭŜέ ς ǘŀōΥ α{ŜŎǳǊƛǘȅέ 

 

4.1.3.1 Information 

 

 

Image 56 ς {ŜŎǘƛƻƴ αLƴŦƻǊƳŀǘƛƻƴέ ƻƴ ǘŀō α{ŜŎǳǊƛǘȅέ 

 

This section contains general information for example managing login password. 

 

4.1.3.2 Password change  

 

 

Image 57 ς α/ƘŀƴƎŜ ǇŀǎǎǿƻǊŘέ ǎŜŎǘƛƻƴ 

 

¢Ƙƛǎ ǎŜŎǘƛƻƴ Ŏƻƴǘŀƛƴǎ α/ƘŀƴƎŜ ǇŀǎǎǿƻǊŘέ ŀŎǘƛƻƴ ŀƴŘ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǇŀǎǎǿƻǊŘ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

!ŦǘŜǊ ŎƭƛŎƪƛƴƎ α/ƘŀƴƎŜ ǇŀǎǎǿƻǊŘέ, new fields for new password will appear on form.  

 

 

Image 58 ς Password change view 
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In first field user is asked for current password. Next fields are for new password. New password must 

ƳŜŜǘ ǎŀŦŜǘȅ ǇƻƭƛŎƛŜǎΦ wǳƭŜǎ ŦƻǊ ŎǊŜŀǘƛƴƎ ǎǘǊƻƴƎ ǇŀǎǎǿƻǊŘ ŀǊŜ ŀǾŀƛƭŀōƭŜ ŀŦǘŜǊ ŎƭƛŎƪƛƴƎ α{Ƙƻǿ ǇŀǎǎǿƻǊŘ 

ǊŜǉǳƛǊŜƳŜƴǘǎέΦ Lƴ ŎŀǎŜ ǳǎŜǊ ǿƛƭƭ ƴƻǘ ŜƴǘŜǊ ǎŀƳŜ ǾŀƭǳŜǎ ƛƴ ŦƛŜƭŘǎ αbŜǿ ǇŀǎǎǿƻǊŘέ ƻǊ αwŜǇŜŀǘ ƴew 

ǇŀǎǎǿƻǊŘέ ƻǊ ǇŀǎǎǿƻǊŘ ŘƻŜǎ ƴƻǘ ƳŜŜǘ ǎŀŦŜǘȅ ǇƻƭƛŎƛŜǎΣ ŘǳǊƛƴƎ ǎŀǾƛƴƎΣ {ȅǎǘŜƳ ǿƛƭƭ ŘƛǎǇƭŀȅ ǇǊƻǇŜǊ 

message after user hover over highlighted in red field. 

 

 

Image 59 ς Message after entering wrong data in fields 

 

In such case data in fields will be erased and user will need to fill filed again or resign from modification. 

 

Attention: If user fail to provide current password for 5 time, account will be blocked. Unlocking 

ŀŎŎƻǳƴǘ ƛǎ ǇƻǎǎƛōƭŜ Ǿƛŀ άwŜŎƻǾŜǊ ǇŀǎǎǿƻǊŘέ ŀŎǘƛƻƴ ƻǊ ŎƻƴǘŀŎǘ ǿƛǘƘ /ƻƴǘǊŀŎǘƻǊΩǎ IŜƭǇ 5ŜǎƪΦ 

 

4.1.3.3 Additional information 

 

 

Image 60 ς {ŜŎǘƛƻƴ α!ŘŘƛǘƛƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴέ 

 

This section contains information about password and logins: 

ҍ Password expiry date ς password expiry date, after this date account will be automatically 
blocked; 

ҍ Last successful login ς date of last (previous to current) successful login; 

ҍ Last failed login ς date of last failed login. 
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4.1.3.4 Two-factor login 

 

 

Image 61 ς α¢ǿƻ-ŦŀŎǘƻǊ ƭƻƎƛƴέ ǎŜŎǘƛƻƴ 

 

Two factor authentication is described in chapter 3.5.1 Setting up 2 factor authentication.  

¢Ƙƛǎ ǎŜŎǘƛƻƴ Ŏƻƴǘŀƛƴǎ ƛƴŦƻǊƳŀǘƛƻƴ ƛŦ н ŦŀŎǘƻǊ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ŜƴŀōƭŜ ƻƴ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘΦ 

LŦ ǾŀƭǳŜ ƛƴ αнC! ŜƴŀōƭŜΚέ ƛǎ α¸ŜǎέΣ ƛǘ ƳŜŀƴǎ ǘƘŀǘ ǎŜŎƻƴŘ ŦŀŎǘƻǊ ǿŀǎ ǎǳŎŎŜǎǎŦǳƭƭȅ ŎƻƴŦƛƎǳǊŜŘ ŀƴŘ 

functionality is working on this account. If user needs to switch off 2 factor authentication (for example 

user wants to change mobile device because of losing it), he can ǳǎŜ α5ƛǎŀōƭŜέ ōǳǘǘƻƴΦ LŦ ǳǎŜǊ ǳǎŜ 

α5ƛǎŀōƭŜέ ōǳǘǘƻƴΣ ǾŀƭǳŜ ƛƴ ŦƛŜƭŘ αнC! ŜƴŀōƭŜέ ǿƛƭƭ ōŜ ŎƘŀƴƎŜŘ ǘƻ αbƻέΦ ¦ǎŜǊ ǿƛƭƭ ƴƻǘ ōŜ ŀōƭŜ ǘƻ ƳƻǾŜ 

around System, until he configure 2 factor authentication.  

 

4.1.3.5 Trusted browsers 

 

 

Image 62 ς α¢ǊǳǎǘŜŘ ōǊƻǿǎŜǊǎέ ǎŜŎǘƛƻƴ 

 

Section is visible after user configure 2 factor authentication. This section contains all trusted devices 

added by user. User can log in on those devices without need to enter code from application.  

In this section user can also add device, where he is logged in, to trusted browsers. To do so, user needs 

ǘƻ ǳǎŜ αŀŘŘ ŘŜǾƛŎŜ ǘƻ ǘƘŜ ǘǊǳǎǘŜŘ ƭƛǎǘέ ōǳǘǘƻƴΦ 9ǾŜǊȅ Ǌƻǿ ǊŜǇǊŜǎŜƴǘǎ ƻƴŜ ŀŘŘŜŘ ŘŜǾƛŎŜΦ Information in 

ŜŀŎƘ Ǌƻǿ Ŏƻƴǘŀƛƴǎ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΣ ǿŜō ōǊƻǿǎŜǊ ŀƴŘ ƛǘΩǎ ǾŜǊǎƛƻƴ ŀƴŘ ŘŀǘŜ ǿƘŜƴ ŘŜǾƛŎŜ ǿŀǎ ŀŘŘŜŘΦ 
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Image 63 ς {ŜŎǘƛƻƴ α¢ǊǳǎǘŜŘ ōǊƻǿǎŜǊέ ŀŦǘŜǊ ŀŘŘƛƴƎ ŘŜǾƛŎŜ ǘƻ ǘǊǳǎǘŜŘ ƭƛǎǘ 

 

Device can be removed from list with  action. 

 

5ŜǾƛŎŜ ŀƭǎƻ Ŏŀƴ ōŜ ŀŘŘ ǘƻ ǘǊǳǎǘŜŘ ƭƛǎǘ ŘǳǊƛƴƎ ƭƻƎƎƛƴƎ ƛƴΣ ōȅ ŎƘŜŎƪƛƴƎ α!ŘŘ ǘƻ ǘǊǳǎǘŜŘ ƭƛǎǘέΥ 

 

 

Image 64 ς CƛŜƭŘ α!ŘŘ ǘƻ ǘǊǳǎǘŜŘ ƭƛǎǘέ ŘǳǊƛƴƎ ƭƻƎƎƛƴƎ ƛƴ 

 

Attention: Trusted devices are automatically removed from System after 30 days. If user wants to 

ǳǎŜ ǊŜƳƻǾŜŘ ŘŜǾƛŎŜ ŀǎ ǘǊǳǎǘŜŘΣ ŀŦǘŜǊ ол Řŀȅǎ ƘŜ ǿƛƭƭ ƴŜŜŘǎ ǘƻ ŀŘŘ ƛǘ ŀƎŀƛƴ ǿƛǘƘ α!ŘŘ ǘƻ ǘǊǳǎǘŜŘ ƭƛǎǘέ 

action on this device. 

  

4.1.3.6 Close account 

 

 

Image 65 ς α/ƭƻǎŜ ŀŎŎƻǳƴǘέ ǎŜŎǘƛƻƴ 

 

If user does not want to use System anymore, he can close account and send request to be forgotten. 

Lƴ ǎǳŎƘ ŎŀǎŜ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ǳǎŜ α/ƭƻǎŜ ǘƘŜ ŀŎŎƻǳƴǘ ŀƴŘ ǎŜƴŘ ǘƘŜ ŎŀƴŎŜƭƭŀǘƛƻƴέ ŀŎǘƛƻƴΦ LŦ ǳǎŜǊ ŎƘƻǎŜ ǘƘƛǎ 

option, System will display message: 
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Image 66 ς Message confirming closing account 

 

LŦ ǳǎŜǊ ŎƘƻǎŜ α/ŀƴŎŜƭέ ōǳǘǘƻƴΣ ƳŜǎǎŀƎŜ ǿƛƭƭ ōŜ ŎƭƻǎŜŘ ǿƛǘƘƻǳǘ ŀƴȅ ŎƻƴǎŜǉǳŜƴŎŜǎΦ /ƻƴŦƛǊƳƛƴƎ ƳŜǎǎŀƎŜ 

will result in logging out user and blocking account. User will not be able to log in to System to this 

account. Also e-mail will be send with information that closing account procedure was started and it 

might take up to 14 days. In case of: 

ҍ Accepting request ς account will be closed and data is anonymized. User will receive e-mail 
with notification about completing process; 

 

ҍ Denying request ς admin will contact user. 
 

Lƴ ŎŀǎŜ ǳǎŜǊ ǿŀƴǘǎ ǘƻ ǊŜƎŀƛƴ ŀŎŎŜǎǎ ǘƻ ŀŎŎƻǳƴǘΣ ŀŦǘŜǊ ǳǎƛƴƎ αClose the account and send the 

ŎŀƴŎŜƭƭŀǘƛƻƴέ ŀŎǘƛƻƴΣ ƘŜ ƛƳƳŜŘƛŀǘŜƭȅ ƴŜŜŘǎ ǘƻ ŎƻƴǘŀŎǘ IŜƭǇ 5Ŝǎƪ ŦƻǊ /ƻƴǘǊŀŎǘƻǊΦ 

 

4.1.4 αaȅ ǇǊƻŦƛƭŜέ ς ǘŀōΥ αCŀǾƻǊƛǘŜ ŎŀǘŜƎƻǊƛŜǎέ 

 

4.1.4.1 Information 

 

 

Image 67 ς {ŜŎǘƛƻƴ αLƴŦƻǊƳŀǘƛƻƴέ ƻƴ αCŀǾƻǊƛǘŜ ŎŀǘŜƎƻǊƛŜǎέ 
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Section contains information about choosing favorite categories and Newsletter functionality. 

 

4.1.4.2 Favorite categories 

 

 

Image 68 ς αCŀǾƻǊƛǘŜ ŎŀǘŜƎƻǊƛŜǎέ ǎŜŎǘƛƻƴ 

 

¦ǎŜǊ Ŏŀƴ ƳŀƴŀƎŜ ŦŀǾƻǊƛǘŜǎ ŎŀǘŜƎƻǊƛŜǎ ƛƴ ǘƘƛǎ ǎŜŎǘƛƻƴΦ .ŀǎŜŘ ƻƴ ǳǎŜǊΩǎ favorite categories, once a week 

bŜǿǎƭŜǘǘŜǊ ǿƛƭƭ ōŜ ǎŜƴŘ ƻƴ ǳǎŜǊΩǎ Ŝ-mail address. Newsletter contains information about proceedings 

published in last week in PGE Capital Group Purchasing System ǿƛǘƘƛƴ ǳǎŜǊΩǎ ŦŀǾƻǊƛǘŜ ŎŀǘŜƎƻǊƛŜǎΦ 

Categories are added via pop-ǳǇ ǿƛƴŘƻǿΣ ŀŦǘŜǊ ǳǎŜǊ ŎƭƛŎƪ ƻƴ α!ŘŘ ŎŀǘŜƎƻǊȅέΦ /ŀǘŜƎƻǊȅ ǿƛƭƭ ōŜ ǾƛǎƛōƭŜ 

on categories list as separate row. 

 

 

Image 69 ς {ŜŎǘƛƻƴ αCŀǾƻǊƛǘŜ ŎŀǘŜƎƻǊƛŜǎέ ǿƛǘƘ ŜȄŀƳǇƭŜ ƻŦ ŀŘŘŜŘ ŎŀǘŜƎƻǊƛŜǎ 

 

Categories can be removed from list: 

ҍ ²ƛǘƘ ƎǊƻǳǇ ŀŎǘƛƻƴ αŎƭŜŀǊ ǎŜƭŜŎǘŜŘέ 

ҍ hƴŜ ōȅ ƻƴŜΣ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ Ǌƻǿ ŀƴŘ ǳǎƛƴƎ ŀŎǘƛƻƴ α5ŜƭŜǘŜέ 
 

 

Image 70 ς !Ŏǘƛƻƴ α5ŜƭŜǘŜέ ƻƴ ŦŀǾƻǊƛǘŜ ŎŀǘŜƎƻǊƛŜǎ 

 

Attention: In order to receive Newsletter, two conditions needs to be meet: 

ҍ List of favorite categories contains of at least one category; 
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ҍ /ƘŜŎƪƛƴƎ ŎƘŜŎƪōƻȄ ǿƛǘƘ bŜǿǎƭŜǘǘŜǊ ƻƴ ǘŀō α/ƻƴǎŜƴǘǎ ŀƴŘ ǊŜƎǳƭŀǘƛƻƴǎέ ƛƴ αŀŘŘƛǘƛƻƴŀƭ 
ŎƻƴǎŜƴǘǎέ ǎŜŎǘƛƻƴΦ 

 

4.1.5  αaȅ ǇǊƻŦƛƭŜέ ς ǘŀōΥ α/ƻƴǘǊŀŎǘƻǊǎ ŘŜǘŀƛƭǎέ 

 

4.1.5.1 Information 

 

 

Image 71 ς {ŜŎǘƛƻƴ αLƴŦƻǊƳŀǘƛƻƴέ ƻƴ α/ƻƴǘǊŀŎǘƻǊǎ ŘŜǘŀƛƭǎέ 

 

This section contains general information about preserving UpToDate data and hyperlinks to FQA or 

Help Desk for Contractors. 

 

Attention: View in next section will differ depend on business form user is registered. 

 

4.1.5.2 /ƻƴǘǊŀŎǘƻǊΩǎ details (Company) 

 

 

Image 72 ς {ŜŎǘƛƻƴ α/ƻƴǘǊŀŎǘƻǊΩǎ detailsέ ŦƻǊ /ƻƳǇŀƴȅ 
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This section contains data related to the user who has registered as a legal entity. Data here can be 

ŜŘƛǘŀōƭŜΣ ǿƛǘƘ ŀŎǘƛƻƴ ά9ŘƛǘέΦ 

Editable data: 

a. Name; 

b. Address; 

c. Postal code; 

d. Cite; 
e. Business register (National Court Register, Register of Business Activity); 

f. Telephone number; 
g. E-mail address; 
h. Website address; 

i. Categories; 
j. CompanyΩs branch name; 
k. Type of business 

 

Changing data (points a-d and j) will need to be confirmed by Contractor database administrator. If 

ǳǎŜǊ ŎƘŀƴƎŜ Řŀǘŀ ƛƴ ŎǊǳŎƛŀƭ ŦƛŜƭŘǎΣ ƳŜǎǎŀƎŜ ƛƴ άLƴŦƻǊƳŀǘƛƻƴέ ǎŜŎǘƛƻƴ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘΥ 

 

 

Image 73 ς aŜǎǎŀƎŜ ŀōƻǳǘ /ƻƴǘǊŀŎǘƻǊΩǎ Řŀǘŀ ŎƘŀƴƎŜ 

 

Until administrator makes decision (accept or reject changes) form will not be editable and will display 

data before changes. If administrator reject changes, System will display message with reason why 

changes were rejected. 

 

 

Image 74 ς ƳŜǎǎŀƎŜ ŘƛǎǇƭŀȅŜŘ ǿƘŜƴ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǊŜƧŜŎǘ ŎƘŀƴƎŜǎ ƛƴ /ƻƴǘǊŀŎǘƻǊΩǎ Řŀǘŀ 

 

When administrator accept changes in data, changed data will appear ƛƴ α/ƻƴǘǊŀŎǘƻǊǎ ŘŜǘŀƛƭǎέ ǘŀō ŀƴŘ 

will be visible by all Contractor users. 
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4.1.5.3 Contractor details (Natural person not conducting business activity) 

 

 

Image 75 ς {ŜŎǘƛƻƴ α5ŀǘŀ ƻŦ ŀ ƴŀǘǳǊŀƭ ǇŜǊǎƻƴέ 

 

This section contains data related to a user who has registered as a natural person not conducting 

ōǳǎƛƴŜǎǎ ŀŎǘƛǾƛǘȅΦ ¦ǎŜǊ Ŏŀƴ ŜŘƛǘ Řŀǘŀ ǿƛǘƘ α9Řƛǘέ ŀŎǘƛƻƴΦ  

Editable data: 

a. Country 
b. Address 
c. Postal code 
d. City 
e. Categories 

 

Changes in points a-d needs to be confirmed by Contractor database administrator. 

 

Accepting or rejecting changes is the same as process described in chapter 4.1.5.2. 

 

4.2 Submission of an offer / answer 

 

NOTE - The description applies to non-public proceedings / technical dialogues / off contests with 

encryption and electronic signature requirement 

 

In the list that appears after clicking on the section mentioned above, all available RFX objects are 

visible. If you want to participate in a given process, you should find it on the list (a search engine may 

be helpful) and click on it with the left mouse button.  
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Image 76 - View of the RFX object from the public zone 

 

The next step is to read the advertisement assigned to the given object (possibly with other attached 

documents) and if you want to participate in a given proceeding 

- clicking on the "Proceed to proceedings" button. 

 

NOTE - if the process is closed (e.g. only invited / admitted Contractors participate in it, then the 

selected RFX object can be found directly in the link "My RFX inquiries" (without the need to join) 

 

 

Confirmation of joining the proceeding will be displayed in the pop-up window with the message "The 

electronic process has been started". The view of the given object automatically changes to the one 

whose fragment is presented in the image below. It is worth noting that simply "joining the 

proceedings" is not synonymous with the obligation to submit an offer. 

 

 

Image 77 - View of the "Offers" tab on the site that has been successfully completed 
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The tabs will be visible - "Status", "Order documents", "Offers" and "Questions and answers".  

 

4.2.1 Status tab 

 

In the "Status" tab, basic information about the order is given, divided into several sections.  

In the "Details of the contact person" section, in addition to the buyer's contact details, you can find 

information about the organizer of the procedure and the ordering units, as well as the categorization 

in which the procedure is conducted. 

 

Image 78 - View of the " Details of the contact person " section 
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In the "Basic data" section you can find information about the round type: "Open" / "Closed", the query 

model: "Requests" / "Initial offers" / "Offers" and the date and time of the end of the round. In the 

"Information about rounds of the electronic process" section, a table is available that displays 

information about individual stages and rounds of proceedings, start or end dates, type and type of 

round.  

 

Image 79 - Rounds of the process 

 

Each stage may contain many rounds, eg in the above example, two rounds were created for the 

"Offer" stage. Rounds are created, for example, when the previous round has not been resolved in the 

selection of the contractor. The person creating the new round may decide whether it will be carried 

out by means of RFX or auctions, as well as whether the previously submitted offers will be moved to 

the next round or not. 

The transition to the preview of any round is possible by clicking on the name of the round (eg Round 

1, Round 2). The round with the active preview enabled is marked in bold.  

 

4.2.2 Separate Processing and Split Process Navigation 

 

Purchaser has the option of creating post-auction and auction rounds based on specific parts of the 

process. These rounds may be run in parallel. This means that within one procedure, more than one 

current request for quotation (RFX round) may be active at the same time. Particular attention should 

be paid to the "Information on Electronic Process Rounds" section. It is available from the "Status" tab 

of each inquiry.  

 

Image 80 - List of rounds in a given proceeding 
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The column "Round number" is helpful in navigating the process. /ƭƛŎƪƛƴƎ ƻƴ άwƻǳƴŘ ƴǳƳōŜǊέ ǿƛƭƭ ǘŀƪŜ 

you to designated round.  

 

Image 81 - ¢ƘŜ ŎƻƭǳƳƴ ϦwƻǳƴŘ ƴǳƳōŜǊέ 

 

Rounds are numbered in the order in which they are created. So it is possible that the round with a 

lower number will take longer.  

 

The mechanism of sending invitations to selected requests for quotation is standard. All current rounds 

are also displayed from the link "My RFX ". 

 

EXAMPLE 

 

The procedure was divided into 4 parts. In the first round, the Purchaser always collects offers for all 

parts. Division of processes possible within negotiation and auction rounds. After the collection of 

offers and the analysis of individual forms were completed, there was a need to conduct overtime. 

 

For parts 1 and 2, the Purchaser decided to conduct one joint overtime round and created Round 2 in 

line with this assumption. Access to the newly created Round 2 will be granted only to those 

Contractors who submitted an offer for parts 1 or 2. 

 

NOTE - The Contractor, after entering the round, will only see the parts for which he submitted an 

offer in the previous round. Access to the round does not mean access to all parts (with the exception 

of being granted such access by the Purchaser). 
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For Parts 3 and 4, there is another overtime, Round 3, which includes both parts. If the Contractor 

submitted an offer for all parts in the basic round, then in order to submit a tender for all parts again, 

it is necessary to submit an offer for parts 1-2 in Round 2, and submit an offer for parts 3-4 in Round 

3. 

 

NOTE - the fact of dividing the process into parts does not affect the concluded contracts. It is 

possible to conclude one joint agreement on the basis of offers from various overtime rounds. 

 

 

4.2.3 Order Documents tab 

 

In the Order Documents tab, you can view and print All publication, such as an announcement or SWZ.   

 

Image 82 - Order's documents tab 

 

Additional, in case of adding information about results, it will be available in the Order Documents tab  

in section:Υ αInformation about resultsέ as it can be seen below: 

 

Image 83 - Information about results 

 

4.2.4 "Proposal" / "Preliminary offers" / "Offers" tab 
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On the tab "Conclusion / Preliminary offers" / "Offers", the "Comments" section is available, which 

contains information messages with hints on a given procedure. In the case of an example object, this 

message looks as follows:  

 

 

Image 84 - Section "Comments" 

 

 

The "Untill end" counter appears to be helpful, which can be found in the "Request" tab in the 

"Information" section. It shows the time left to close a given stage in the proceedings. 

In order to submit an application / offer or answer to a specific RFX object, use the "Parts" section, 

which, like the sections presented above, is located on the "Application" tab. It should be noted that 

the name of the tab varies depending on the type of response sent by the Contractors (requests to 

participate, offers, responses to market research), but the principle of operation is the same. 

Applications are made up per part. If the order has more than one part, left-click on the part or use the 

right mouse button to bring up the context menu and click on the "Details" option.  

 

 

 

Image 85 - "Details" - placing an offer to a part 

 

The action will open an editable form of the specific part. It should be completed, which is outdated in 

the figure below. Depending on the parameters of the procedure, the appearance of the form may 

vary, which affects the scope of information necessary to be completed by the Contractor.   
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Image 86 - Submission of an offer to selected positions of one part of the contract 

 

 

 

 

 

 

1

0 

1) Conditions for participation in the proceedings, which should be addressed by the provided 

fields (eg drop-down lists). In the case of fields completed as a number, the System will 

inform about the minimum and maximum value that can be entered. 

2) The magnifying glass icon allows to familiarize with a detailed description of the criterion 

or condition whose text will be displayed in the pop-up window. 

3) List of items on a given part. 9ŀŎƘ Ǌƻǿ ǊŜǇǊŜǎŜƴǘǎ ƻƴŜ ƛǘŜƳΦ Lƴ ŎƻƭǳƳƴǎ άhŦŦŜǊ ǎǘŀǘǳǎέΣ άbŜǘ 

ǇǊƛŎŜέΣ άDǊƻǎǎ ǇǊƛŎŜέΣ ά/ǳǊǊŜƴŎȅέΣ άbŜǘ ǾŀƭǳŜέΣ άDǊƻǎǎ ǾŀƭǳŜέ ŘƛǾƛǎƛƻƴ ƛƴǘƻ ǎŀǾŜŘ ǾŀƭǳŜǎ 

(white row) and placed values (blue row) was introduced. 

4) "Add document" button that allows you to add files and documents. 

5) After completing the form, click on the "Save and return" button  

3 2 4 5 
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The "+ Add document" button, shown in the figure above, calls up the following window with the help 

of which the file can be added.  

1. By clicking the icon with the plus symbol, it is possible to select files from the computer that 

will be attached to the part. 

2. The names of selected files will be displayed in the window. The files will go through the 

scanning process, the completion of which will be confirmed by the PGE Capital Group 

Purchasing System through the green icon. You can delete selected files using the trash can 

icon. 

3.  Select the document type from the drop-down list: explicit or implicit. 

4. Confirm using the "Add" button.  

 

 

Image 87 - Add file 

 

The added files are displayed on the list, along with information about them. The right mouse button 

displays a context menu with options: "Download", "Delete", "Edit description". The edit description 

option displays a pop-up window that allows you to enter any text as a file description. After document 

was added, ƴŜȄǘ ǘƻ ƛǘΩǎ ƴŀƳŜΣ ŜȄclamation mark icon will be displayed. It informs user, that document 

was saved but not placed. In order to place ŘƻŎǳƳŜƴǘΣ ǳǎŜǊ ƴŜŜŘǎ ǘƻ ǳǎŜ άSubmit petition/make an 

ƻŦŦŜǊέ ŀŎǘƛƻƴΣ ŘŜǎŎǊƛōŜŘ ƭŀǘŜǊ ƛƴ ǘƘƛǎ ŎƘŀǇǘŜǊΦ 

4

0 
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Image 88 - List of documents 

 

It is worth paying special attention to the "Save" button. This action will cause the data entered by the 

user to be remembered, but this does not mean submitting the application. Save button will call 

"Petiton was saved / Attention! Offer was saved but not placed. Pleas place offer." pop-up, that needs 

ǘƻ ōŜ ά/ƻƴŦƛǊƳέ. 

 

Image 89 - Offer saved pop-up 

 

 After confirmation "Documents" section will look like this:  

 

Image 90 - Section documents after clicking the "Confirm" button. 

 

If you want to change the application, click on "Edit". This button will return to the previous view. 

To complete the application for the next part, you can choose the "Next part" button in the upper right 

corner of the screen or select "Save and return" to return to the view of all parts.  
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Image 91 - "Next part" button 

 

Help in the application can be messages that are in the "Comments" section on the "Status" and 

άtǊƻǇƻǎŀƭκhŦŦŜǊǎέ tabs. 

 

 

Image 92 - The "Comments" section along with the messages 

 

As you can see in the above image, the PGE Capital Group Purchasing System informs the Contractor 

that his application has been only saved and reminds you to read the attached order documents. 

Clicking on the message "Petition / offer was saved, but not placed" will result in redirection to the 

"Proposal/Offer" tab, where it will be possible to submit an application, offer or other answer to the 

demand expressed by the Ordering Party.  
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 The "Save and return" button redirects the user to the parts list. Select check boxes and click on the 

"Submit petition" button. In the case of the offer stage, it will be called: "Make an offer". 

  

 

Image 93 - Submitting the petition for the selected part 

 

Submission of the application by clicking the "Submit application. Offer" will require one-time 

confirmation on the pop-up window. 

 

 

Image 94 - A message requesting confirmation of submission of an application 

 

In case of editing, petition/offer that was already placed, and saving changes made in petition/offer, 

ƻƴ ǘŀōǎ Ϧ{ǘŀǘǳǎϦ ŀƴŘ άtǊƻǇƻǎŀƭκhŦŦŜǊǎέ ƛƴ ǎŜŎǘƛƻƴ ά/ƻƳƳŜƴǘǎέ ƳŜǎǎŀƎŜ ά¢ƘŜ ŀǇǇƭƛŎŀǘƛƻƴ Ƙŀǎ ōŜŜƴ 

ƳƻŘƛŦƛŜŘΦ tƭŜŀǎŜΣ ǎǳōƳƛǘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƻƴŎŜ ŀƎŀƛƴΦέ ǿƛƭƭ ŀǇǇŜŀǊΦ /ƭƛŎƪƛƴƎ ƻƴ ǘƘƛǎ ƳŜǎǎŀƎŜ ǿƛƭƭ ǊŜǎǳƭǘ 

in redirection to the "Proposal/Offer" tab, where it will be possible to submit an application, offer or 

other answer to the demand expressed by the Ordering Party. 
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Image 95 - ά/ƻƳƳŜƴǘǎέ ǎŜŎǘƛƻƴ ǿƛǘƘ ƳŜǎǎŀƎŜ ŀōƻǳǘ ƳƻŘƛŦƛŜŘ ŀǇǇƭƛŎŀǘƛƻƴ 

 

Proceedings for awarding the contract, to which the Contractor was invited or proceeded 

independently, will be visible immediately after he has passed to the GK PGE Purchasing System  in the 

"Interested" section, as presented in the following image:  

 

 

 

Image 96 - View of the "Interested" section and an indication of the "Contractor Portal" 

 

All objects to which the Contractor joined will be available through the "Supplier Portal" module. 

An important element of the "Contractor Portal" module is the link "My RFX ", in which the Contractor's 

user will find a list of all proceedings, for which he expressed interest through the declaration of 

accession. What is more, the user will find in this reference also all non-public proceedings, to which 

he was invited by the Ordering Party. In addition, there will also be proceedings that the authorized 

user has made available to the Contractor a folder with documents. The "My RFX " link has been 

discussed on the next page. 
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Image 97 - "My RFX " 

 

In the tD9 /ŀǇƛǘŀƭ DǊƻǳǇ tǳǊŎƘŀǎƛƴƎ {ȅǎǘŜƳΩǎ nomenclature, the "My" component means that it is an 

object to which the Contractor joined as a result of his own pursuit or dedicated invitation from the 

Ordering Party. The view presented in the above image appears after clicking on the link "My RFX". 

The list of all proceedings and the search engine is visible. If you want to make an offer or preview a 

given object, find it on the list and click with the left mouse button. This will display the given RFX 

object.  

 

 

 

 

It is worth noting that the objects located in the "My Conduct" section are RFX objects, not complete 

proceedings. This means that the user will find here different stages of the proceedings, not all 

proceedings. If the given procedure consists of more than one stage, eg negotiations and offers, the 

list will show the newest of them, i.e. the appearance of the next stage of RFX in the proceeding will 

result in disappearing from the list of the preceding stage. However, after entering the object from the 

status tab, it is possible to go to the preview of all stages and rounds of proceedings. 

At any time, the user has the opportunity to suspect with which stage of the proceedings he has to 

deal already from the level of the "My Conduct" list. This is presented in the following view: 
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Image 98 - Column "Enquiry model" 

 

The "Enquiry model" column informs about the nature of the given RFX object. The contractor, in 

addition to the basic information about the proceedings (name and number), can easily identify in 

which stage he / she may potentially participate. In the above image, these are "Offers".  

 

The Employer has the possibility to invite interested contractors to individual proceedings or selected 

RFX objects. If the Contractor was invited by the ordering party, the user representing this Contractor 

will receive an email notification and notice on the start screen (available after redirecting to the PGE 

Capital Group Purchasing System) in the "Contractor" section of the relevant object:  

 

 

Image 99 - RFX Object "Offers" in the "Contractor" section 
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This object will also be available in the "Portal of the Contractor" module (reference "My RFX objects"). 

Requests, offers or answers are based on parts of the order. If the order contains more than one part, 

the PGE Capital Group Purchasing System will emphasize this in the "Information" section on the tab 

appropriate for the model of a given stage, eg the "Initial offers" tab.  

 

 

 

Image 100 - The "Information" section on the "Initial offers" tab 

 

It is worth emphasizing here that the name of the bookmark depends on the nature of the RFX object. 

If the Employer collects applications within the facility, this tab will be called "Applications", and if the 

Contracting Party is awaiting initial or final offers, the name of the tab will be "Initial offers" or "Final 

offers".  

 

The picture presented on the next page shows the situation during which the Purchaser collects initial 

offers. Due to the fact that the order has two parts, the Contractor will have to submit two offers - one 

for each part. 
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Image 101 - View of part of the order on the "Initial offers" tab 

 

In order to submit an offer for a given part, the user representing the Contractor should enter the 

selected part by clicking on its name with the left mouse button or clicking the icon and selecting the 

"Details" option from the context menu. 

 

The action described above displays detailed information about a given RFX object. Find the 

"Documents" section. This section is described on the next page.  
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Image 102 - The "Documents" section on the "Initial offers" tab 

 

When completing the offer, in the fields "Net price" and "Gross price" use the functionality available 

under the calculator icon, which allows you to convert amounts between these fields. For this purpose, 

one of the amounts should be completed, eg "Net price" and then, in order to calculate the second 

value, open the following window through the icon with the calculator symbol. It is not possible to 

complete both fields manually, always one of the values must be converted using the described 

functionality. 

1) List of items assigned to a given part. The offer consists of each of the items in the part by 

filling in the fields "Net price" and "Gross price". The given value is always the price for one 

unit of measure (eg packaging, man-hour).  

2) Depending on the criteria, conditions or additional items of the form required by the 

Ordering Party, the Contractor is obliged to complete the requested fields. If it is the next 

round of the same stage, the fields may already be supplemented with the previously 

entered values, if the decision was made to transfer the submitted offers during the 

creation of the round. 

3) The "Save and return" button will save the offer and redirect the Contractor to the "Initial 

offers" tab. This is not tantamount to submitting an offer.  

 
1

0 

3

0 

2

0 
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Image 103 - Calculator for VAT conversion 

 

The VAT recalculation calculator contains the most common VAT rates, along with the default 23% 

option. Of these, you should choose one using a checkbox. If the initially entered value was "Net price", 

select the "Compute gross value" button, and if the value initially entered was "Gross price" then the 

" Compute net value" button should be selected. !ŦǘŜǊ ǎŜƭŜŎǘƛƴ ±!¢ ǊŀǘƛƻΥ αƳŀƴȅέ both: net price and 

gross prise has to be entered using keyboard. 

When user save the offer System will show an alert with information: 

 

Image 104 - Alert displayed when offer was saved 

 

/ƭƻǎƛƴƎ ǿƛƴŘƻǿ ǿƛǘƘ ŀƭŜǊǘ ƛǎ ǇƻǎǎƛōƭŜ ƻƴƭȅ ōȅ ŎƭƛŎƪƛƴƎ ŀŎǘƛƻƴΥ ά/ƻƴŦƛǊƳέΦ 

 

It is also possible to import  data from a previously generated import template in .xls format.  
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Image 105 - Import options 

 

In order to generate template, user have to indicate (mark on the list) for which parts it will be 

generated. If the user does not mark any of the available parts and click the action: άOffer template 

export (xls)έ - System will display an appropriate alert with the following information: "You have to 

select at least one of the available parts to generate a template for it". 

If template is generated correctly, a file in .xls format with data on conditions/criteria and additional 

items defined for all selected parts will be saved on the user's local drive. 

The template will contain data of all parts selected by user in the form presented below:  

 

Image 106 - Data template 
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User completes the fields marked in yellow for the parts for which he wants to import the  data to the 

System. 

After completing the  data template, imports it into the System. To do this, perform the action: άData 

import (xls)έ, after which a window will be displayed in which the location of the completed file should 

be indicated. 

 

Image 107 - Import window 
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The data template can be completed by user only in the scope of selected parts. 

In order the  data for parts to be imported correctly, all cells marked in yellow for this part have to be 

completed. In case of shortages or entering incorrect values,  data for such a part will not be imported, 

and the System will display information about errors (in the Polish language):  

 

 

Image 108 - Information about errors appeared during data import 
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Clicking action: Import Report - generates a file in .html format with a list of all errors. Action: Confirm 

- will save data for parts which the data template was correctly imported. Action: Cancel - will close 

the window without saving the imported  data. 

Correct import marks the status of the part: "Offer completed". 

When the  data  is correctly imported in terms of all parts available in the imported template, System 

will display the following message: "The  data was successfully imported.  Data saved on {number of 

parts} from {number of parts} available in data template" 

 

Image 109 - Message after correctly data import 

 

The "Generate report" button allows you to generate a file containing information about the submitted 

/ saved offer. Clicking the button brings up a window containing a list of previously submitted / saved 

offers within the selected round.  

 

Image 110 - Generate report 

 

Clicking on the selected object on the list generates a pdf file containing the details of the submitted / 

saved offer. 
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 Returning to the "Initial offers" tab allows to notice a significant change - for those parts of the order, 

the details of which were edited by the user, checkboxes will appear (deselected by default). 

 

 

Image 111 - "Make an initial offer" button and checkboxes for parts 

 

Submitting offers is possible by clicking on the "Make initial offer" button. If you want to make an offer 

for a given part, please check the box next to it and then click on the "Make initial offer" button. If the 

user selects more than one check box and clicks on the button, the offers will be submitted to all parts 

with selected check boxes.  

 

The "Make an initial offer" button will result in a message that was presented in the previous batch of 

this manual. The only difference is that this time the user submits the initial offer, not the application. 

 

The process presented on the above pages looks identical also for the stage of final offers. The 

difference appears in the case of the "Negotiations" stage, which does not require any invited 

operators to undertake any activities undertaken in the PGE Capital Group Purchasing System 

environment - negotiations take place outside the System.  

From the third tab (depending on the stage of "Requests" / "Offers" / "Initial offers"), the contractor 

may decide to submit an offer by a consortium. The functionality is available using the following 

checkbox. 
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Image 112 - Consortium 

 

Selecting the checkbox displays the message: "Consortium in offer has been selected" and the 

"Consortium" section has been extended by two tables "Consortium data" and "Proxy data". 

 

 

Image 113 - Consortium 

 

By means of the action "+ Add contractor to the consortium" a window is opened that allows entering 

the consortium's data.  
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Image 114 - Adding a contractor to the consortium 

 

Completion of the offer by the consortium in the remaining steps does not differ from the method 

presented on the previous pages. 

 

 

4.2.5 The Questions and Answers tab 

The PGE Capital Group Purchasing System enables communication between the Employer and the 

Supplier, and the Questions & Answers tab is used for this. It contains two sub-tabs:  
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1. Information received from the ordering party - the section allows to display and print a list of 

messages received from the Ordering Party 

 

 

 

Image 115 - Questions and Answers: Information received from the ordering party 
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You can read received message by entering the details of the message. The action appears after right-

clicking on the appropriate line. 

 

Image 116 - The details of received question 

 

¦ǎƛƴƎ ǘƘŜ ά!ƴǎǿŜǊ ǘƘŜ question of commissioning party" action, you can reply to the received message. 

After clicking on the action, a response form will open, where you can provide a response in text form 

and attach a document. 

 

 

Image 117 - Response form 

 

After completing the form correctly, click the "Send" action.  
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2. Questions addressed to the ordering party - the section allows to display all questions that the 

interested party has asked the Employer. It also allows you to ask a new question.  

 

Image 118 - Questions and Answers: Questions addressed to the Buyer 

 

After using the "Add new question" action, a message to the Ordering Party form will open, where you 

can provide relevant information or ask questions regarding the purchasing process in text form, with 

the option of attaching a file. 

  

 

Image 119 - Question form 

Complete the mandatory fields and select "Save and send" - the message will be forwarded to the 

Ordering Party. Alternatively, you can save a draft message by clicking the "Save" button. The saved 

message will not be visible on the Ordering Party's side. You will be able to edit and send it at any time, 

which will be announced in the "Comments" section. 
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Image 120 - Saved question form 

 

 tŀǊǘƛŎƛǇŀǘƛƻƴ ƛƴ ǇǳōƭƛŎ ǇǊƻŎŜŜŘƛƴƎǎ  
 

The proceedings announced on October 18, 2018 (and later) are covered by legal provisions regarding 

the electronicization of public procurement and require the collection of applications/offers only 

electronically (except for cases provided for by the Legislator, when the offer includes physical objects, 

e.g. material samples, and the Contractor submits electronically only the ESPD document). In order to 

determine the appropriate form of submitting documents in public proceedings, please refer to the 

provisions of the Terms of Reference/Contract Notice. The functionalities described are related to the 

introduction of an encryption mechanism and electronic signing of the application/offer form. 

 

5.1 Procurement 

 

 The list of offers is available in the "Public zone" via the link " Contract and Qualification Notices ".  
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Image 121 - Place of publication of announcements 

 

To proceed to the proceedings, click on the selected object with the left mouse button. An ad dedicated 

to him (containing order documents) will be displayed. 

  

 

 

Image 122 - Entering into proceedings (public) 

 

 The button available in the header above the announcement allows you to proceed to the 

proceedings. This does not mean having to submit an offer, but access to the RFX object. What's more, 

such an RFX object will be available from now on the list of "My RFX ".  

 

 

Image 123 - RFX object available on the "My RFX" list after joining the proceedings 
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5.2 "Applications / Offers" tab 

 

After joining the proceedings, a tab dedicated to the type of response collected by the ordering party 

in a given stage, eg "Offers" or "Applications" will be displayed. If this is the first stage of the public 

procedure (eg "Applications" under a limited tendering procedure), then the "ESPD Attachment " 

section will appear on the tab. The submission of an ESPD is always required at the first stage of a given 

proceeding (the exception here is the "Single-source procurement" stage, where the first stage of 

"Negotiations" is optional and does not require System actions on the part of the Contractor).  

 

 

Image 124 - ESPD Attachments (without add file buttons) 

 

It should be noted that the section "ESPD Attachments" currently has no buttons to add a file. This is 

the correct operation of the System, because the buttons will appear only after completing the 

application / offer for at least one part.  

 

Image 125 - Parts of public proceedings 

 

To complete the part, click on the selected part of the procedure (section "Parts") with the left mouse 

button. The mechanism for completing applications / offers does not differ from the description in 

Section 6.3 "Submission of an offer / answer". The main difference is the encryption mechanism used 

in public proceedings. 
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5.3 Encrypting 

 

Encryption is a mechanism whose purpose is to prevent the unauthorized persons from displaying the 

content of the offer / application / response before the expiration of their opening date. At the 

moment the user made one of the actions that triggered the encryption - "Add file" (section "ESPD 

attachments"), "Save", "Save and return", "Next part" or "Submit an offer / offer" - a control window 

will be called from encryption. 

  

  

Image 126 - Encryption window 

 

A password should be entered in the window that will serve to encrypt the offer. Special characters 

are allowed, excluding the space character. After entering the password, click on the "Confirm" button. 

Successful saving of the password will confirm the message about the action execution, e.g. saving the 

application. From the moment the password is first entered, it is permanently assigned to the offer / 

application. !ŦǘŜǊ ŜƴŎǊȅǇǘƛƴƎ ǘƘŜ ƻŦŦŜǊΣ ǎǳǇǇƭƛŜǊ ƻƴ ǘŀō άhŦŦŜǊǎέ ƛƴ άtŀǊǘǎέ ǎŜŎǘƛƻƴΣ ƛƴǎǘŜŀŘ ƻŦ ƻŦŦŜǊΩǎ 

value wilƭ ǎŜŜ ƛƴŦƻǊƳŀǘƛƻƴ ά9ƴŎǊȅǇǘŜŘ ƻŦŦŜǊέΦ  

 

Image 127 - Information ά9ƴŎǊȅǇǘŜŘ ƻŦŦŜǊέ ƛƴǎǘŜŀŘ ƻŦ ƻŦŦŜǊΩǎ ǾŀƭǳŜǎ 
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NOTE - It is not possible to change the password once without withdrawing the offer / application. 

The password is required from the user once per session, i.e. after logging in and attempting to edit 

/ submit an offer / application, a password will be requested. If the user performs all actions in the 

same session in which the password was set to encrypt, then the password again will not appear 

until the user logs in again. Each offer has its own, dedicated password. This means that the 

password once entered must be saved / remembered. If user forgets password, only options to solve 

this issue are: delete saved offer or withdraw placed offer. Offer withdrawal is described in chapter 

5.9 

 

The only option to display the content of the offer / proposal of the offer will be to decipher it. 

Importantly, the offers will be automatically decoded after the offer opening date (defined by the 

Employer). There is no need to provide anyone with the password used to encrypt the offer / request 

/ response data. 

 

The PGE Capital Group Purchasing System has implemented the functionality of decoding offers for 

the needs of the Contractor's user, for example in order to remind them or modify the offer and re-

submit. The functionality is described in the next section.  
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5.3.1 Decrypting  

 

The display of encrypted data from the PGE Capital Group Purchasing System, e.g. for the purpose of 

their editing, is associated with the necessity to decode the offer / application. Otherwise, the fields 

with previously entered data will remain empty. The action of deciphering the offer / application is 

carried out once per session using the "Decrypt" button. It is available from part of the proceedings.  

 

Image 128 - A view of the previously completed part before decryption (no saved values) 

 

 To call the decryption action, click on the "More" button and select the "Decrypt" option from the 

drop-down list.  

 

Image 129 - "Decrypt" action 

 

Decryption requires entering the password set at the first encryption. Enter the password in the 

window and confirm the action.  
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Image 130 - Decrypting offer data 

 

Submitting correct password will decrypt the offer on all positions. 

 

 

 

Image 131 - View of the decrypted part with the values originally entered 
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5.4 The European Singe Procurement Document 

 

ESPD is an obligatory element of the application / offer. It is submitted together with the application / 

offer after the file has been attached via the section "ESPD attachment" available from the "Offers / 

Applications" tab. According to the information presented in Chapter 5.2 "Applications / Offers tab", 

joining ESPD is obligatory at the first stage of a given proceeding (with the exception of the "Single-

source procurement" mode, where ESPD is placed at the stage of "Offers"). 

 

 

Image 132 - Section "ESPD attachment" with buttons "Add file" 

 

The ability to attach the ESPD file (presence of the "Add file" buttons) is conditioned by the editing of 

one part of the proceeding, ie supplementing it and saving (it is worth keeping in mind the column 

"Status"). In order to attach a file with a generated document, ESPD, click on one of the two "Add file" 

buttons. The following window will be called - press the plus icon, and after scanning the file (green 

icon) it will be included. It remains to press the "Add" button.  

 

 

Image 133 - Add ESPD Attachment window 

 

Correct connection of the file will confirm the message.  
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Image 134 - The view of the file added to the section "ESPD Attachment" 

 

The file attached by the user can be signed electronically from the PGE Capital Group Purchasing 

System. To do this, click on the attached file with the right mouse button. This calls the context menu 

with a number of options:  

 

 

Image 135 - Context menu with the option of signing a document from the PGE Capital Group Purchasing 
System 

 

Selecting the "Sign" option will result in the launch of the electronic signature procedure, which is 

analogous to the one presented in the next part of the instruction to sign the application / offer form 

electronically.  

 

NOTE - the Contractor's user has the choice between signing the EINCESS attachments from the PGE 

Capital Group Purchasing System level or attaching files already with an electronic signature (eg from 

the workstation level). It should also be mentioned that the ESPD and the signature submitted to 

EIN are encrypted. The possibility of downloading the ESPD and the signature placed under it will 

appear after the offers have been opened by the Ordering Party.  
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5.5 Adding attachments to the application / offer 

 

From the level of a particular part of the proceedings (clicking on a given part with the right mouse 

button and choosing the "Details" option), the Contractor's user has the possibility to attach 

documents to the application or offer. Maximum size of the files uploaded to the PGE Capital Group 

Purchasing System is 150 MB. Acceptable files extensions are: xls, xlsx, doc, docx, pptx, pdf, xml, rar, 

zip, gif, jpg, dwg, tif, tiff, txt, rtf, jpeg, bmp ,ath, kst, png, asic, cades, xades, pades, 7z, mp4, msg, url, 

ods, cpg, dbf, prj, qmd, shp, odt, xlsm, ppt, html. It is recommended to upload files with pdf format. 

²ƘŜƴ ǳǎŜǊ ŀŘŘǎ ŘƻŎǳƳŜƴǘΣ ƴŜȄǘ ǘƻ ƛǘΩǎ ƴŀƳŜ ƛŎƻƴ ǿƛǘƘ ŜȄǇƭŀƴŀǘƛƻƴ ƳŀǊƪ ǿƛƭƭ ōŜ ŘƛǎǇƭŀȅŜŘ όLƳŀƎŜ ттύΦ 

This icon informs supplier that document was attached but not placed. In order to place document 

ŀǘǘŀŎƘŜŘ ǘƻ ƛǘŜƳΣ ǎǳǇǇƭƛŜǊ ƴŜŜŘǎ ǘƻ ǳǎŜ ŀŎǘƛƻƴ αaŀƪŜ ŀƴ ƻŦŦŜǊέ ŦƻǊ ǘƘƛǎ ƛǘŜƳΦ 

 

Adding attachments is possible using the option "+ Add a document". 

 

Image 136 - The location of the "Add document" button 

 

Details related to the operation of the functionality are described in detail in chapter 4.3.4. It is worth 

noting that the PGE Capital Group Purchasing System allows users to sign documents electronically 

(other than the application / offer form). To do this, after adding the document (action described in 

4.3.4), right-ŎƭƛŎƪ ƻƴ ƛǘ ŀƴŘ ǎŜƭŜŎǘ ǘƘŜ ƻǇǘƛƻƴ αSignέ ŦǊƻƳ ǘƘŜ ŎƻƴǘŜȄǘ ƳŜƴǳ. 

 

Image 137 - Electronic signature of attachments of the offer / application 

 

The procedure is similar to signing an offer form. In the case of signing attachments to the offer / 

application or the EIN annex, clicking the right mouse button on the document will allow to notice an 
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additional option ς αDownload the signatureέΦ After the action has been carried out, the user's 

workstation will receive a confirmation of signature with a qualified signature. For correct verification 

of the signature, the "Download" action should also be performed to download the signed documents. 

 

 

Image 138 - Downloading signature action 

 

This option will download the electronic signature to the computer. The availability of options results 

from the specificity of functionality - the signature placed under the files placed in the section "ESPD 

attachment" or "Documents (attachments to applications / offers") is saved as a separate file with a 

reference to the signed document (eg image). In the case of the application / offer form, the signature 

is embedded inside the file. 
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5.6 Submission of an application / offer bearing an electronic 

signature 

 

In the context of correct completion and recording of applications / tenders for particular parts of the 

proceedings, the provisions presented in chapters 4.2 and 4.3 apply. After fulfilling all the conditions 

for submitting an offer / application in public proceedings, i.e. supplementing and saving the offer / 

application for at least one part of the proceeding and adding an obligatory (at the first stage) ESPD 

attachment, it will be possible to submit an application / offer.  

 

 

Image 139 - Before submitting an offer / application, check the boxes at selected parts 

 

To do this, select the appropriate parts of the procedure (fig. 82) and press the button αMake an 

application / offerέ ό"Applications / Offers" tab).  

 

 

Image 140 - Submission of responses (application / offers) to the Employer 

 

In contrast to non-public proceedings, the condition for correct submission of an application / offer is 

the electronic signing of the generated form. The electronic signature procedure takes place from the 

level of the web browser and will start automatically after clicking on the "Submit application / offer" 

button. The correct implementation of the electronic signature on the document is associated with 

the need to meet specific requirements (technical boundary conditions, configuration of the 

workstation and work environment). 

 



 

 

 

  

 Strona - 93 

 

 Requirements and recommendations are presented in detail in the document "Electronic Signature, 

Configuration and Submission of Auction Proceeds". Before participating in public proceedings 

carried out in the environment of the PGE Capital Group Purchasing System, it is necessary to read 

this document.  

 

5.7 Electronic signature and multi-signature 

 

The course of the offer submission process with an electronic signature is presented in a similar way 

to the way of submitting the offer described in the previous part of the Instruction (chapter 4.3). 

Turning to the tab dedicated to submitting RFX responses (eg "Application"), the "Number of people 

signing the offer" section will be visible. It is a mechanism of the so-called "Multi-signature", meaning 

the necessity of signing each offer by more than one user (the necessity may arise, for example, from 

the Contractor's organizational conditions or Ordering Party requirements defined in the 

documentation of the proceedings). Before submitting the offer, the Contractor is obliged to complete 

the field αNumber of people signing the offerέΦ  

 

 

Image 141 - Section "Number of people signing the offer" 
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After clicking on and clicking on the button "Submit [OFFER / APPLICATION]" a message will appear 

informing about the initiation of the electronic signature. The course of the first launch of the 

electronic signature procedure from the level of recommended browsers (Mozilla FireFox and 

Microsoft Internet Explorer) is described in detail in the document "Electronic signature, configuration 

and submission of bidding increments". 

 

 If the browser does not have the required version of the plugin, a pop-up window with a button will 

appear on the screen αInstallation of the extensionέΦ  

 

 

Image 142 - Window for downloading extension updates (Internet Explorer) 

 

NOTE - The course of the installation, commissioning and signing the document from Microsoft 

Internet Explorer is presented in the e-learning material "PGE electronic signature." Before starting 

the signature procedure, it is recommended to read the material.  

 

The button will redirect you to the place where you can download the required updates. After the 

potential installation / update needed to run the Szafir applet has finished, it will run.  
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The application / offer form (PDF), which will be signed with the user's electronic signature, is 

presented at the level of the KIR Szafir console in the appropriate window. The document is generated 

automatically based on the details of the application / offer entered by the user. By using the "Save a 

copy" button it is possible to download the signed document to the computer. 

 

 

Image 143 - View of the launched application for electronic signature 

 

 By clicking on the "Sign" button, the user can after signing the data sign the generated document. A 

successful action will be confirmed with an appropriate message, which is presented in the picture 

below. Press the "Finish" button.  

 

 

Image 144 - "Finish" 
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After completing the "Finish" action, the application will display a window presenting a detailed 

ά{ummary of the actionsέ carried out by the user, which is divided into a series of statuses, eg "Signing" 

or "encryption".  

  

 

 

Image 145 - Window summarizing the actions in the application for electronic signature 
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 The offer has been submitted, but if the Contractor's user in the field "Number of persons signing the 

offer" indicated the necessity of affixing the offer with more than one electronic signature (by entering 

the number 2 and more), subsequent users of the Contractor will be obliged to sign the offer / 

application. In the "Documents" section, the "Sign" button will become available.  

 

 

Image 146 - "Sign" button 

 
 
ATTENTION - in the event of problems with the electronic signature, the technical requirements 

contained in the document "Electronic signature - instruction" should be verified first and 

compliance with the instructions.  

 

  



 

 

 

  

 Strona - 98 

 

5.8 Proposal / offer submitted 

 

Submission of the application / offer will be confirmed by a message saying "Offer / Application 

submitted correctly". By accessing the "Application / Offer" tab, you can verify the status of 

applications / offers for individual parts of the order and the status of the ESPD attachment. 

 

Image 147 - Status of ESPD attachments "Placed" ("Document status" column) 

 

 

Image 148 - Offer Status ("Offer placed") 

 

By clicking on the "Generate report" action (available both from the list of all parts and a given part), 

the Contractor's user can also generate and download a PDF with the details of the submitted offer.  

 

 

Image 149 - "Generate report" action 

 

 

Image 150 - List of possible to generate reports from applications / offers 
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In order to generate a document with the details of the offer from a particular state (individual entries 

or final submission), select the appropriate line and click on the action "Generate report". Additionally, 

the Contractor, after submitting the offer, will receive an email confirmation generated from the 

System. Report will not include deleted/withdrawn offer (Delete/Withdrawal described in chapter 5.9) 

 

Image 151 - Generating a report from the submitted offer 

 

ATTENTION - with the expiration of the offer opening date and after buyer uses ŀŎǘƛƻƴ άGo to filling 

out offer details and evaluationέ, both buyer and supplier are able to use "Generate report" button 

and clicking the right mouse button on the application / offer, to download a previously signed 

document.  

 

 

Image 152 - Download the signed document 
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5.9 Delete/Withdrawal of the application / offer 

 

The Contractor may withdraw the submitted application or delete saved application before the 

deadline for submission of tenders. Deletion of saved offer will erase whole, previously saved, offer 

form. !ŦǘŜǊ ƻŦŦŜǊ ǿƛǘƘŘǊŀǿŀƭ άhŦŦŜǊ ǎǘŀǘǳǎέ ǿƛƭƭ ŎƘŀƴƎŜ ŦǊƻƳ άhŦŦŜǊ ǇƭŀŎŜŘέ ǘƻ άhŦŦŜǊ ŎƻƳǇƭŜǘŜŘέ and 

ƻŦŦŜǊΩǎ Řŀǘŀ ǿƛƭƭ ƴƻǘ ōŜ ŜǊŀǎŜŘΦ Lƴ ŎŀǎŜ ƻŦ ŜƴŎǊȅǇǘŜŘ ƻŦŦŜǊǎΣ ƻŦŦŜǊ ǿƛǘƘŘǊŀǿŀƭ ǿƛƭƭ ǊŜǉǳƛǊŜ ƻŦŦŜǊ 

decryption. If offers  are encrypted while user wants to withdraw them, pop-up with password and 

ōǳǘǘƻƴǎ ά/ƻƴŦƛǊƳέ ŀƴŘ άL ŦƻǊƎƻǘ ǇŀǎǎǿƻǊŘέ ǿƛƭƭ ŀǇǇŜŀǊΦ tǊƻǾƛŘƛƴƎ ǇŀǎǎǿƻǊŘ ŀƴŘ ǇǳǎƘƛƴƎ ά/ƻƴŦƛǊƳέ 

ōǳǘǘƻƴ ǿƛƭƭ ǿƛǘƘŘǊŀǿ ƻŦŦŜǊΦ !Ŏǘƛƻƴ άL ŦƻǊƎƻǘ ǇŀǎǎǿƻǊŘέ ǿƛƭƭ ǘǊƛƎƎŜǊ ǇƻǇ-up message with information 

about consequences of offer withdrawal without providing password. Confirming this message will 

erase whole offer with password.  

 

Image 153 - Pop-up message with password 
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Image 154 - Message about consequences of offer withdrawal without providing password 

The ordering party will not in any way have an insight into the contents of the originally submitted data 

- the withdrawal will ŎƘŀƴƎŜ ǎǘŀǘǳǎ ŦǊƻƳ άOffer placedέ ǘƻ άCompleteέ ŀƴŘ ǿƛƭƭ not delete details of 

the submitted application / offer and attachments (including ESPD) attached to it.  

NOTE - regardless of the amount of parts in a given proceeding action "Undo" will mean that bids / 

proposals submitted to all parts.  

Withdrawal of an offer from public procedure does not exclude re-submission of an offer within a given 
stage.  
In order to withdraw Offers / Proposal from proceedings, from the level of the "Proposal / Offers" tab 

of a specific RFX button "Withdraw" is in the "Action" section.  

 

 

Image 155 - Withdrawals of Proposal / offers from proceedings 

 

To withdraw the offer, click on the "Withdraw" button. The action should be confirmed (or canceled). 
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Image 156 - Message requesting confirmation of the withdrawal of the offer 

 

The correct withdrawal of the offer / application must be signed with an electronic signature on the 

Application / Offer withdrawal form. The withdrawal form is presented below:  

 

 

Image 157 - Form of withdrawal of the offer 

 

The electronic signature procedure is presented in analogy to the electronic signature of the offer 

form, which is presented in chapter 5.7. After successfully signing the withdrawal form, the withdrawal 

action will end.  

5.10  Editing the proposal / offer  

 

The Contractor before the deadline for submitting proposal / offers has the possibility to change the 

content of the response (proposal / offer) to the Ordering Party. The offer is being edited by modifying 

the details of the originally submitted proposal / offer and re-submitting.   
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The changed data will be overwritten. It should be emphasized here that only one offer can be received 

from one Contractor, which is treated as a whole by the System. The Awarding Entity, at the time of 

opening the offers, has access only to the last version of the proposal / offer submitted by the 

Contractor. Previous versions are available only to the Contractor's user through the "Generate report" 

option and generate a report from previous versions of the offer / proposal.  

 

The offer can be edited any number of times, but submission of the corrected version at the Purchaser 

must be made before the deadline for submission of offers. If the Contractor submits the offer and 

commences editing, but does not manage to submit the proposal / offers again, the Employer will 

display the submitted version at the time of opening the offers and it will be the binding version. As 

part of editing the proposal / offer, it is allowed to change the data entered on the form as well as 

adding / removing attachments.  

 

NOTE - The editing option may also be used before submitting an offer to modify saved versions of 

the proposal / offer .  

 

5.10.1 Editing 

 

The purpose of editing the application / offer should be to ensure that the answer addressed to the 

Ordering Party has been correctly submitted. You can do it, among others by verifying the Offer status 

on a given part of the inquiry.  

 

Image 158 - Offers placed on parts of the proceedings 

 

By displaying the details of a part, you can access the content of the offer (you may need to decipher 

it, see chapter 5.3 and 5.3.1). To view details, click on the selected part. 
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Image 159 - Details of the selected part of the offer inquiry 

 

Having access to the content of the offer / application, the Contractor's user may introduce changes 

to its original wording, eg change the price at one of the positions or otherwise respond to the 

condition defined by the Ordering Party. Changes to the part form should be saved using the "Save" or 

"Save and return" button.  

 

Image 160 - RFQ view with a modified offer for one part 

 

After returning to the parts list, pay attention to the statuses that appear on individual offers - in the 

illustrated case the status for one of the parts has changed to "Offer completed". The change of status 

is dictated by the fact of introducing and saving changes in the original wording of the offer. It should 

also be noted that the "Submit offer" button (or "Application") has become available again.  
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Selecting the check box next to the edited part and clicking on the "Submit offer / application" button 

will initiate the electronic signature procedure (the course presented in previous subsections).  

 

NOTE - The offer is treated as a whole. Regardless of the quantity of the part of the inquiry, on which 

the Contractor modified the parameters of the offer, the re-submission of the offer will be based on 

all parts (including those unedited). The offer form to be signed will contain all parts (with updated 

values). 
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 !ǳŎǘƛƻƴǎ 

 

All auctions to which the contractor was invited are available in the "Contractor Portal" module via the 

"My auctions" link.  

 

 

 

Image 161 - "My auctions" 

 

The tabs available in the "My auctions" link allow you to filter auctions according to their current status 

- "Future", "Open", "Paused", "Finished", "Accepted" and "All". Access to active listings is best obtained 

through the "Open" tab. 

Auctions are conducted according to one of the following rules: 

a) dynamic - the next bid will be accepted if it is more favorable than our last bid in the auction 

b) English - the next bid will be accepted if it is more favorable than the currently winning bid in the 

auction 

 

In order to participate in the auction, you should first find an open auction and enter it by clicking with 

the left mouse button on the name of the selected auction. 

Only one user of the contractor may participate in the auction.  
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 Auction may have attached regulations, which may also require acceptance by the bidder. A user 

wishing to participate in such auction must read it and accept it. It is a condition of participation in the 

auction. Preview of the regulations is available by clicking on the name of the file with the regulations. 

The "Accept Auction Rules" button is used for acceptance.  

 

 

 

Image 162 - Auction regulations acceptance 

 

Acceptance of the regulations will allow displaying the "Bidder's console", which has been divided into 

several sections - "Auction parameters", "Console" and "History". If the regulations is not attached to 

the auction - after clicking, the bidder's console will open immediately. 

 

 

Image 163 - Section "Auction parameters" 

 

In the "Auction parameters" section, the user can read the detailed information about the auction - 

start and end time, maximum number of overtime rounds etc. - and technical information - server time 

and link delay.  

 

Auction overtimes 

 

Extra time is an extension of the auction duration by the extra time defined by the Auction Operator 

each time a new bid is submitted before the time shorter than the defined extra time. 

Example: in the auction the overtime time was set to 5 minutes. The auction ends at 10 a.m. and at 

9:57:12 a.m. a bid was placed. In this situation, the auction is extended by 5 minutes - until 10:02:12 

a.m.. 
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The situation will be repeated until all extra-time planned by the Auction Operator have been used. 

Maximal number of overtimes is visible in the auction header in the field: "Number of overtimes". 

 

Link delay 

 

In the header of the auction console there is information about the current link delay. If the 

values indicated there during the auction exceed a few seconds - then you should revise the device's 

connection to the Internet and refresh the console. Long delays may prevent the auction participant 

from submitting bids. If there is no communication with the server, the bidder will receive a 

notification: "The console has lost connection. Wait for resume or refresh the console. Check internet 

connectionΦέ 

 

Importantly, communication between the Buyers  and the User of the Contractor who submit bids is 

possible at any time. This communication is dedicated to internal chat. In order to start the chat, click 

on the icon below available in the lower right corner of the auction console. 

 

 

Image 164 - Chat icon (Contractors with the Buyer) 

 

In the event of any problems with the auction or questions regarding its scope, you should first contact 

the Auction Operator, and if there is no response, the HelpDesk. 

 

 

 

 

 

 

 

 

 



 

 

 

  

 Strona - 109 

 

Submission of offers takes place via the "Console" section. The section displays all items of the 

procedure or part. Depending on the configuration of the auction by the Operator, the first bids may 

be submitted automatically at the time of its launch (in most cases, these will be bids transferred from 

the previous round of the procedure to which the auction applies). In order to submit an offer, the 

user should first enter the details of his offer in the appropriate field, and then click on the "Submit 

offer" button.  

 

 

 

Image 165 - Submission of an offer (view for RFQ auction proceedings) 

 

 

Image 166 - Submitting an offer (freehand auctions view) 

 

Submitting an offer for a given item requires additionally selecting selected items by means of a 

checkbox. The PGE Capital Group Purchasing System is configured in such a way that the check box is 

selected by default after entering any value in the field. It is worth remembering that each field for 

entering the bid value has icons  (if the Auction Operator has defined a step increment for the 

criterion), which are helpful when trying to outbid the best bid - the value of the leading bid is entered 

in the field by default, and the icons can be used to increase or decrease this value (depending on the 

direction of the auction). 

5ŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ŀǳŎǘƛƻƴΩǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ǘƘŜ ŦƛǊǎǘ ƻŦŦŜǊ Ƴŀȅ ōŜ ǇƭŀŎŜŘ ŀǳǘƻƳŀǘƛŎŀƭƭȅ όŜΦƎΦ ǘƘŜ ƻŦŦŜǊ 

value has been transferred from the RFQ). Additionally, if the bid on a particular position has not been 

ǇƭŀŎŜŘ ŀǘ ŀƭƭΣ ǘƘŜ άǊŀƴƪƛƴƎέ ŦƛŜƭŘ ǿƛƭƭ ǊŜƳŀƛƴ ŜƳpty. 
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Image 167 - Offer and possible icons 

 

In order to increase the transparency of the bidder's console and facilitate participation in auctions, 

graphic symbols have been built into the PGE Capital Group Purchasing System, which appear at every 

position:  

 - a new offer has been made on that position 

 - offer made by the current user is a leading offer on that position 

 - offer made by the current user is a leading joint first (ex aequo) offer on that position (provided 

that the auction configuration allows such offers). This means that there is at least one other equally 

good offer made on that position. 

In case of an ex aequo leading bid being submitted for a part/task, the System will display a message 

informing the user as shown below: 

 

Image 168 - View of the message displayed when an ex aequo offer is made. 

 

 ¢ƘŜ ǘƛƳŜ ǘƘŀǘ ŀŦƻǊŜƳŜƴǘƛƻƴŜŘ ǎȅƳōƻƭǎ ǎƘƻǿ ƻƴ ǘƘŜ ōƛŘŘŜǊΩǎ ŎƻƴǎƻƭŜ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ōȅ ǘƘŜ 

Auction Operator. Symbols are shown from the moment an offer has been made, until the configured 

time passes. If a new offer is made before time expires, it is refreshed. A symbol for leading or ex aequo 

offer may expire early if a better offer has been made by another user. 

 Multiple symbols may appear at the same time, for instance if a user makes a new, leading 

ƻŦŦŜǊΣ ōƻǘƘ άƴŜǿ ƻŦŦŜǊέ ŀƴŘ άƭŜŀŘƛƴƎ ƻŦŦŜǊέ ǎȅƳōƻƭǎ ǿƛƭƭ ōŜ ǎƘƻǿƴΦ 
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If the auction configuration does not allow for ex aequo bids, then when a bid with the 

maximum number of points available in the dynamic auction is submitted, the System will show the 

ranking 2 in spite of the offer having maximum points (if the points are visible for the bidder), due to 

the fact that the bid was submitted after the currently winning bid with the same number of points . 

 

Each offer submitted by the Contractor for a given item must comply with the requirements of the 

auction and System security - for example, entering a non-numeric value into the offer field is 

unacceptable. In the event that the offer submitted by the Contractor did not meet the criteria, the 

System will display a message with the details of the non-compliance which can be shown by clicking 

ƻƴ ǘƘŜ άwŜƧŜŎǘŜŘέ ǎǘŀǘǳǎ. What's more, each offer also has an automatically assigned status  if 

it meets the criteria. 

 

Note: After each increment, the console should be refreshed using the "Refresh values" action! 

 

 

Image 169 - The "Refresh values" action in the bidder console 

 

Information about the final results of the auction will appear after its completion. In the context of the 

auction, it is also worth mentioning the issue of the "Observed auctions" link, which can be found in 

the "Contractor Portal" module. The option of observing the auction is especially useful for the 

Contractor, who can be represented by many users. One user can then participate in the auction and 

the other user can observe. The Observer Console is used to observe.  
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6.1 Electronic signing increments  

 

Part of the auctions carried out in the PGE Capital Group Purchasing System are subject to the 

requirement of providing bids with electronic signature of the Contractor. The thread of the required 

equipment and configuration issues are described in subchapter 5.6. Submission of applications and 

offers with an electronic signature. 

 

 

Image 170 - Bidder's console (electronic signature) 

 

In order to make a bid, you should enter the value of the offer in the standard manner and click "Submit 

offer". Clicking the button will initiate the electronic signature. The Szafir KIR application will be 

launched. The increment details will be displayed in the top field. To sign the step, click "Sign".  

 

 

Image 171 - Electronic signature 

 

A successful signature process will be confirmed by an appropriate message. It is worth bearing in mind 

that any bidding made in the auction must be approved with an electronic signature.  
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 vǳŀƭƛŦƛŎŀǘƛƻƴ ƻŦ ŎƻƴǘǊŀŎǘƻǊǎ 
 

The Ordering Party has the option of conducting qualifications of contractors, as a result of which, 

within a given purchasing category and organizational unit, the contractor obtains a qualification status 

that may simplify participation in tenders conducted by the Ordering Party. 

 

Qualification is based on qualification forms to which the user gains access after joining a given 

Qualification Scenario or as a result of an invitation to qualification by the Ordering Party. 

 

In order to join the Qualification Scenario, go to the "Suppliers' qualification" link in the "Public zone" 

module. 

 

Image 172 - "Suppliers qualification" 

 

Finding scenarios on the list and left-clicking on the selected Scenario displays the details of the 

Qualification Announcement. A view of the qualification announcement is shown on the next page.  
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Image 173 - Taking the Qualification Scenario 

 

From the announcement, it is possible to view the details provided by the Ordering Party as well as 

take part in the qualification process via the "Join the qualification" action. The fact of joining will be 

confirmed by an appropriate message, and the System will automatically redirect the user to the Status 

tab of the activated qualification based on the selected scenario. 

 

Image 174 - The "Status" tab of the qualification form 

 

The basic object used to qualify a contractor is a form completed by the user. The form to be completed 

is available on the "Form" tab. The view of an example section is presented in the image below. The 

ordering party defines the type and number of fields available in the form. 
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Image 175 - Sample qualification form 

 

User is obliged to complete all fields defined by the Ordering Party, some of which may require 

attachments. After entering all the data, click the button: "Save" or "Save and send". The " Save " action 

- allows to save data with the possibility of later editing, while the " Save and send" action will cause 

the form to be sent to the Ordering Party, who will evaluate it. 

 

A preview of all qualifications and related forms in which the Contractor participates is possible via the 

"My qualifications" and "My qualification forms" links. Both links are located in the "Supplier Portal" 

module. 

 

 

Image 176 - "My qualifications" list view 
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The image above shows the "My qualifications" link view. User can view the current status and results 

of qualifications through it. Enter the selected object by clicking the mouse button on its name and 

read the contents of the "Status" tab. 

The object header contains information about the process status. The meaning of the selected statuses 

is described below: 

In the assessment - the form was sent to the Ordering Party for its assessment 

To be completed - the previously sent form requires correction or if the process consists of several 

stages, complete the form from the next stage.  

In acceptance - the form has been sent to the Ordering Party for verification. 

Completed ς the form has been assessed and the process has ended with the status being assigned 

 

The list of qualifications will also include closed qualifications to which the contractor is invited by the 

Ordering Party. 

 

If the Ordering Party returns the form for correction, the qualification status will be changed to: To be 

completed. 

A new form will appear in the list of qualification forms in the New state with the same name as the 

original one: 

 

 

Image 177 - View of the "My Qualification Forms" list with the form returned for correction 

 

When entering the details of the form (tab: "Form"), the header displays the Ordering Party's comment 

and the date by which the corrected form should be sent back for re-evaluation: 
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Image 178 - View of the section: "Basic data" with the form returned for correction 

 

To make improvements, update the data in the form fields in accordance with the Ordering Party's 

guidelines and send them for evaluation again using the "Save and send" action. 

The qualification status "To be completed" also occurs when the Contractor has already sent the form 

in a given process, but received another form to complete in the next stage of this process. 

Qualifications can be configured as multi-stage, and at each stage the scope of data on the form to be 

completed may be different. The Ordering Party determines whether a given stage takes place with or 

without the participation of the contractor. For multi-stage qualifications, the need to complete data 

for subsequent stages is available from the list: "My qualification forms". The column: "Stage name" 

displays information allowing you to identify the appropriate one. 

 

Completion of the qualification results in the contractor being awarded the status: "Qualified" or 

"Unqualified", which is visible, among others, from the "Status" tab of the qualifications in the 

"Summary" section: 
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Image 179 - Section view: "Summary" of qualifications 

 

In the data displayed in the view, in addition to the assigned status, the expiration date is also 

displayed. Depending on the scenario configuration specified by the Ordering Party, the System may 

initiate a new process a certain number of days before the "Qualified" status expires so that the 

Contractor can re-qualify. This process contains the word " Aktualizacja" in its name. 

 

If, as a result of the qualification, the contractor obtains any status, it is possible to re-join (if the 

qualification is conducted in an open mode) from the announcement level, update the data on the 

form compared to those provided originally and re-qualify, regardless of the validity period of granting 

this status. 

 

 

NOTE: The contractor's branch is ultimately qualified, so all users associated with a given contractor's 

branch on the "My qualifications" and "My qualification forms" lists will see the qualifications of all 

users from the branch to which they are assigned, even if they did not personally participate in the 

qualification. 
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